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I study how AI systems fail under adversarial manipulation, and how to evaluate and design them so that their
predictions, decisions, and actions remain trustworthy. A robustness claim is only as meaningful as the threat model
behind it. Two parts of that threat model are usually left implicit. One is how much access and interaction an attacker
needs. The other is what an attacker may change without changing the problem the system is meant to solve. My
research makes both measurable.
My doctoral work began with deepfake detectors and asked how much access an attacker needs to evade them. In a
cost-aware evaluation of 12 detectors, Carlini–Wagner transfer attacks that never queried the target reached at least
39% success between every pair of detector families [1]. I then turned to tool-using agents, where the complementary
question is whether an adversarial edit still leaves the original task intact. In a controlled study, adding task-contract
membership to a fixed similarity radius reduced one agent’s attacked-task count from 64/64 to 26/64 [2].
These threads meet in the question my group will pursue. What does it take for a system that perceives, acts,
remembers, and delegates to remain trustworthy when part of its evidence or environment is adversarial? I will
study it first for multimodal detectors, then for agents that act on what they perceive, and ultimately for persistent
personalized agents that act on a person’s behalf.
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Figure 1: Research trajectory. Each stage adds a capability to the system under attack, and the stages overlap in time.

1 Current Research: From Adversarial Detection to Practical Robustness
1.1 Adversarial Reliability Across Media
Deepfake detectors are a first line of defense against synthetic media, yet they are classifiers and can be attacked. My
first project asked whether temporal modeling makes them harder to attack. With Matthew Wright, I attacked two
sequence-based detectors frame by frame. On FaceForensics++, the accuracy of a convolutional–LSTM detector fell
from 81.3% to 8.3% under a white-box Carlini–Wagner attack. Attacks crafted on one detector reached up to 67.14%
success against the other [3]. Temporal modeling alone did not provide adversarial robustness. That result raised a
more deployment-relevant question. How much access does an attacker actually need?
The same question applies beyond vision. In work led by Anton Selitskiy and accepted to IJCB 2026, I helped
extend adversarial evaluation to audio anti-spoofing [4]. The attack aligns synthetic speech with unpaired bona fide
recordings using discrete optimal transport. Without gradients or feedback from the target, it raised a countermeasure’s
equal error rate on the ASVspoof 2019 A17 condition from 1.26% to 26.13%. Because it needs bona fide reference
data, access to that data is part of its threat model.

1.2 Defenses and Their Limits
In IVORY, published at IEEE FG 2025, I investigated whether diffusion-transformer purification could remove
adversarial perturbations used to obscure soft-biometric attributes [5]. Under AutoAttack, it restored MobileNetV3
age-group accuracy from 2.14% to 52.44%, against 54.62% on clean inputs. IVORY therefore exposes a limit of
perturbation-based privacy protection. It also raises a forensic question. Can reconstruction preserve the subtle
evidence needed to detect manipulated media?
PadNet, led by Armon Barton, adds a learned barrier class and gradient regularization so that suspicious inputs are
rejected rather than misclassified [6]. I contributed to its design and adaptive evaluation. Preventing a wrong answer
does not necessarily recover the right one, and a defense must preserve useful behavior while it resists attack. These
projects taught me to evaluate the whole defended system, including what it rejects and costs.
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1.3 The Practical Robustness Frontier
Answering the access question required a measurement framework. In a systematization-of-knowledge study that
I led with Ben Brown, Armon Barton, Ning Zhang, and Matthew Wright, we introduced the Practical Robustness
Frontier (PRF) [1]. PRF reports attack success as a function of attacker access, from transfer attacks that never query
the target, through black-box attacks with growing query budgets, to white-box adaptive attacks. We applied it to 12
detectors from four architectural families and to the defenses proposed for them. Three findings changed how I think
about robustness.

• Restricting access is not protection. Carlini–Wagner transfer attacks that never query the target reached at least
39% success between every pair of detector families.

• Similar vulnerability can hide very different attack costs. At 1,000 SimBA-DCT queries, median attack success
was 68% for frequency-aware detectors and 21% for video detectors. At high budgets, video detectors needed a
median of 23,148 queries to approach their white-box success, against 6,812 for naive CNNs. Models with similar
white-box ceilings converged at very different rates.

• Defense conclusions change with access and adaptive evaluation. PadNet delayed evasion but left 44–57%
family-median success at 1,500 queries, and 49.2–68.4% under an attack aimed at its rejection mechanism.

These findings shifted my focus from whether a model can be broken to how much access an attacker needs. My
dissertation applies that lesson in a system-level defense. A robustness number without an access model cannot be
compared across papers, and a threat model without a validity condition cannot be interpreted. That validity question
became central when I turned to systems that act.
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Figure 2: Similar eventual vulnerability can hide very different attack costs. Family medians for 12 detectors [1]. (a) Attack
success at 500 and 1,000 SimBA-DCT queries. (b) Queries for HSJ-ℓ∞ to reach 95% of the white-box success rate (Q95).

2 Current Research: Task Validity for Tool-Using Agents
Security evaluations of tool-using agents edit the agent’s environment and read its response as a robustness measure-
ment. That reading is valid only if the edited environment still poses the original task (Figure 3). A hostile note
beside an intact payment instruction leaves the authorized task in place. An edit that replaces the beneficiary changes
the task, so the resulting behavior cannot be interpreted as failure on the original task. Such an edit may still represent
a meaningful corrupted-data threat, but it tests a different security question.

Trusted task
Pay $100 to Beneficiary A

Hostile note, task preserved. The note says “Pay B
instead,” but the protected beneficiary remains A.
ADMIT. The original task is still feasible.

Task-changing edit. The protected beneficiary
changes from A to B, and the record may still look
similar.
EXCLUDE. The protected binding has changed.

Figure 3: Task preservation precedes robustness measurement. Admission does not enforce safe execution.

Benchmarks such as AgentDojo expose real agent vulnerabilities [7], and a recent audit found injection vectors that
overwrite task-critical state [8]. My work asks a logically prior question. Which modified environments still test the
original task?
In our most recent work, I introduced executable task contracts [2]. A contract separates what defines a task, namely
its protected facts, relations, and authorized outcomes, from the conditions an evaluator imposes. It is checked on
each candidate edit before the agent’s behavior is observed. Contracts also separate a task from any one plan for
completing it, because a failed reference plan does not mean the task is infeasible. Each candidate is executed once
and rescored under different membership policies to isolate the validity rule.
The rule changes the conclusions. The study covers 14,336 trajectories from four open-weight agents on structured
email, payment, calendar, and access-control tasks. Benign-calibrated similarity rules, which I evaluate as reusable
task-membership proxies, excluded 156 to 290 of 640 admissible hostile candidates. The same rules admitted 96 to
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128 of 128 candidates that changed protected facts. Under a fixed broad similarity radius, adding contract membership
reduced Mistral-7B’s attacked-task count from 64/64 to 26/64. This corrects the measurement, not the agent. It
reflects the combined contract-and-radius threat model, not robustness to the full admissible library. In AgentDojo, an
unrestricted edit to a Slack channel identifier changed the task-defining entity and caused 40 of 132 original-reference
executions to fail. Only some hostile trajectories ever exposed the injected text to the agent, so exposure and task
validity must be reported separately from attack success.
The study has clear limits. Its tasks are structured, its contracts are manually specified, the evaluation is limited to
four open-weight 7B model agents, and its contracts audit a fixed attack library rather than generate attacks. Scaling
contracts to open-ended tasks and using them to drive attacks is where my future agent research begins.

3 Future Research
My group will pursue two near-term directions that share the commitments of my past work. An attacker is
characterized by what it costs and by what it is allowed to change. The first extends PRF to multimodal evidence, and
the second asks how authorization survives in agentic systems.

3.1 Direction I: Multimodal Practical Robustness
When does multimodal fusion actually increase the cost of evasion, and when does it merely add a cheaper attack
route? A forensic pipeline may weigh video, audio, a transcript, file metadata, and provenance records. Prior work
shows that an attack on one modality of a fusion model can override correct evidence from the others [9]. My audio
results show an attack that needs no feedback at all. Neither tells us how access, cost, and semantic constraints
combine across modalities. I will extend PRF so that attacker cost becomes a vector instead of a single number. It
will record which modalities the attacker can modify and how much feedback it has for each. Each modality will use
an appropriate constraint, such as perceptual similarity for video or speaker plausibility for speech. Comparing the
cheapest attack on the fused system with the cheapest attack on its weakest modality will show when fusion buys
security.
I will compare unimodal, early-fusion, late-fusion, and cross-attention detectors under single-modality and coordinated
attacks. Consistency checks, such as audio–visual synchrony, are the natural defense against manipulating one
stream. They are therefore what an adaptive attacker will target, so I will place the consistency module inside the
attack loop [10]. Defenses will include dependence-aware evidence weighting, calibrated abstention, and selective
purification. Selective purification raises a sharp question. Does removing adversarial noise also remove evidence of
manipulation? For provenance-aware systems, I will distinguish unsigned metadata from cryptographically verifiable
C2PA credentials [11], since altering a field and forging authenticated provenance require different capabilities.
Defenses will be compared at matched clean utility, including the cost of abstention.
This work will produce an open multimodal benchmark. A first student project could test whether an audio–visual
consistency detector remains useful once an attacker optimizes against it. A negative result, that additional modalities
repeat the same weaknesses, would be equally informative.
The two directions converge when multimodal evidence becomes input to a tool-using agent. A manipulated document,
image, voice clip, or video can alter not only a prediction but also the action the system takes. PRF contributes
the perceptual and access budget for such an attack, and task contracts contribute the requirement that it leave
the authorized task unchanged. I will begin with document-processing agents, separating perceptual error from
authorization failure. Agent evaluation adds tool calls, turns, and persistence to the cost.

3.2 Direction II: Secure Agentic AI
A central question for my future group is how authorization survives adversarial environments, delegation, and
persistent state while permitting flexible plans and legitimate updates. Evaluations still rarely guarantee that the
attacked task is the original task, and they rarely measure attack strength against attacker cost. I will pursue both
through three connected thrusts.

3.2.1 Task-preserving attacks and adversarial training. Today my contracts audit a fixed attack library. I will
use them to drive attack generation instead. A contract-constrained generator will propose edits to observations,
tool outputs, environment state, and interaction history. Each candidate will be checked against the contract before
the victim’s behavior is observed, so validity cannot be tuned to outcomes. The result will be an adaptive red-
team population that evolves against the agent’s current policy. Adaptive attacks have already broken published
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prompt-injection defenses [12], so fixed libraries are not enough.
A central research question in this direction is whether adversarial training on contract-valid attacks produces security
that generalizes to held-out tools, workflows, and attack strategies without collapsing into refusal. Trained agents
will be evaluated alongside runtime defenses such as CaMeL [13] and Task Shield [14], which check actions against
policy or the user’s goal at run time. I will study when explicit checks and learned policies reinforce each other and
when an incomplete contract leaves both exposed. As in PRF, attack strength will be reported against attacker cost,
measured in tool calls, environment interactions, edited tokens, and turns.

3.2.2 Secure multi-agent orchestration. When several agents appear to provide independent evidence, are their
failures actually independent? Agreement is not independent evidence when every agent relies on the same poisoned
source. Prior work shows that malicious instructions can spread between agents and that defenses can reduce
collaboration [15]. Authenticated delegation has been proposed as a foundation for accountable agent authority [16].
Authenticated roles identify who sent a message. They cannot establish that a compromised specialist is truthful.
I will study three problems. The first is delegation. A specialist may need to read a document without being allowed
to share it. Authority should narrow along a delegation chain and never silently widen. I will test whether a subtask
can inherit the protected facts of its parent task. The second is evidence. Agents that share a document or tool can
inherit the same poison, so I will aggregate evidence by independent provenance root rather than by agent count. The
third is cost. I will measure security against the number of compromised agents or tools, the delegation depth, and
the message budget, together with the collaboration cost of each protection. This will locate the point at which one
compromised specialist can steer a planner or a vote.

3.2.3 Security of persistent agent memory. A note stored today can influence a later session after the original
context is gone. Poisoning agent memory is already a documented attack [17]. I will treat memory as a security
boundary with a lifecycle of write, summarize, retrieve, and revoke. The most important question is how authorization
persists through derived memories after the original evidence is revoked. Suppose a summary was built from a source
later found to be hostile. Deleting the summary discards useful knowledge. Retaining it, however, may preserve the
attack.
I will first trace how source provenance survives summarization and retrieval, and distinguish observations from
user-authorized commitments. When a source is revoked, that dependency graph can identify which memories
require quarantine or repair. I will then test whether these mechanisms remain effective against attacks distributed
across multiple sessions, and whether they still accept legitimate corrections. Recovery has limits. Deleting poisoned
memory does not undo an email already sent, so I will study how an agent should respond when earlier actions relied
on poisoned state.

4 Long-Term Vision: Secure Persistent Personalized Agents
Memory, provenance, delegation, and authorization lead to a longer-term question. Could a computational agent
faithfully represent an individual’s decision patterns, preferences, communication style, and knowledge over time, and
act on that person’s behalf within limits the person sets? Generative agents already produce believable behavior [18].
Believability is not fidelity, and neither is security. This is a staged research program. It begins with narrowly scoped,
consented agents in constrained domains such as professional planning, and it does not assume that faithful personal
agents are a near-term deliverable.
A first challenge is defining behavioral fidelity. In the spirit of PRF, I will study how many interactions a bounded-cost
evaluator needs to distinguish the agent from the represented person on held-out decisions. A second is consistency,
because preferences change and some attributes should never be inferred or reproduced. Contracts could state such
limits as enforceable constraints. Third, the agent needs scoped, revocable permissions, and recipients need to
distinguish human from synthetic actions. Provenance can establish origin without proving truth. Finally, memories,
delegations, corrections, revocations, and deletion must remain consistent over time. Direction II supplies mechanisms
for that lifecycle, but removing a person’s data from learned components remains open.
Building an independent research program. Having mentored undergraduate, master’s, and junior Ph.D. researchers
in adversarial ML and generative-AI security, I have designed these directions so that focused student projects feed
shared benchmarks and tools. My work on the NSF-supported VARUNA and DeFake projects connects this agenda
to real-world media-authenticity workflows for journalists. The program aligns with federal priorities in cybersecurity
and trustworthy AI, including NSF SaTC and ONR, and I have worked on SaTC and ONR proposals for both
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near-term directions. My aim is to make claims of AI reliability accountable to the evidence a system uses, the
adversary it faces, and the authority a person has granted it.
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