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Machine learning (ML) suffers from a persistent and critical flaw: adversarial examples. Many new forms of
adversarial example attacks have been invented and many narrow defenses have been proposed. Unfortunately,
no defensive approach can withstand current attacks. We hypothesize that ML model robustness can be
improved with approaches that delineate the data-point-sparse latent space between data-dense regions of a
model’s classification space as a barrier class. We introduce one such defense, PadNet, that builds a barrier
class using a combination of training samples that mix multiple classes together. It leverages this barrier class
to separate decision boundaries between benign classes with regions of padding. PadNet then implements
a gradient regularization strategy that penalizes gradients in the direction of the barrier class, causing the
decision boundary to draw tighter around training samples increasing boundary thickness between classes.
We evaluate PadNet against a sampling of the most effective state-of-the-art attacks, demonstrating that it
offers significant robustness and reliability compared to current defenses. We also test it against adaptive
attacks and find that PadNet remains robust against them.
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1 Introduction
Since the initial discovery of adversarial attacks in Deep Neural Networks (DNNs) [37], many
dozens of these attacks have been invented, and many often narrowly-focused defenses have been
proposed in response. Unfortunately, none of the practical defenses proposed have thus far survived
counter testing and adaptive attacks [41]. Some have even argued that vulnerability to adversarial
examples may be an unavoidable byproduct of how high-dimensional models generalize [36]. At
this time, no one effective, computationally acceptable, general approach has been discovered that
can shore up DNNs against this and related generalization problems [39, 41].

To address this, we propose a new approach. An ideal defense would identify the data-sparse
regions of space between data-dense regions of a classifier’s input [36] and block them off from
being used. This would create thick boundary regions between classes such that it would be difficult
to find samples that cross between classes with minor modifications. While covering all of the sparse
spaces would be impractical, it is only necessary to cover the regions that define the boundaries
between classes. Further, we hypothesize that we can define those boundary regions as a new class
– the barrier class – by generating and training on padding – samples related to the original training
data.

This training strategy is agnostic of the attack method or the neural network structure. It changes
the structure of how the input space is divided by the classifier through training with the barrier
class. The approach is modular and able to be added to any DNN classifier, and may augment nearly
any present or future defense strategy. The entire approach has a moderate but fixed computational
cost – only in training – as opposed to the ever-increasing cost of adding new adversarial attacks
for adversarial training.

1.1 Contributions
We introduce PadNet, an effective defense against adversarial examples. We demonstrate that
PadNet consistently maintains robustness when attacked by the strongest and latest representative
set of known attack methods, including projected gradient descent (PGD) [23], on which our
method scores 0% attack success rate (ASR) with 0% false positive rate, compared to 0% ASR
with 10% false positive rate for the prior state-of-the-art defense. Additionally, acknowledging
valid critiques of the field of adversarial defense by Tramer et al. [41], we develop and evaluate
against adaptive attacks to respond to PadNet as a knowledgeable attacker might in the future. Our
contributions can be summed up as follows:

— Boundary Padding: We introduce boundary padding (BP), which generates interpolated
samples between class pairs and assigns them to a dedicated barrier class. This shapes the
decision boundary to include a structured region between classes, improving generalization
and resistance to boundary-crossing attacks.

— PGD-Augmented Padding: We enhance the padding class with adversarial examples gener-
ated via PGD, enabling the model to better reject worst-case inputs that attempt to cross into
adjacent class regions.

—Targeted Gradient Regularization (TGR): We propose a training objective that penalizes
gradients pointing toward the padding class, encouraging the classifier to contract its decision
regions and reduce vulnerability to directional adversarial attacks.
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—Robustness Across Architectures and Datasets:We evaluate PadNet on CIFAR-10, CIFAR-
100, Tiny ImageNet, and ImageNet-100, including experiments on both CNNs and Vision
Transformers (ViTs), demonstrating the approach’s robustness across a range of models
and data.

— Boundary Thickness Analysis: We use boundary thickness [47] as a quantitative metric to
support PadNet’s robustness claims. PadNet achieves significantly thicker decision boundaries
than both other defenses and MixUp-based baselines, aligning with its low ASRs.

— Evaluation Against Adaptive Attacks: We assess PadNet under multiple threat models,
including a specially designed adaptive PGD attack targeting the padding class, a black-box
Boundary Attack [4], and a transfer attack. PadNet variants remain effective across these
diverse scenarios.

2 Background and Related Work
2.1 Adversarial Example Attacks
Adversarial examples are crafted inputs 𝑥′ such that given a classifier 𝐹, 𝑚 distinct classes
𝑦1, 𝑦2, 𝑦3...𝑦𝑚, and a benign input 𝑥 belonging to the class 𝑦𝑥, 𝐹(𝑥′) = 𝑦𝑧 and 𝑦𝑥 ≠ 𝑦𝑧. This is
accomplished by adding some small perturbation 𝛿 to the input vector 𝑥 such that 𝑥′ = 𝑥 + 𝛿.

An adversarial example 𝑥′ can be found efficiently through gradient descent and backpropagation.
First, let 𝐶(𝑥, 𝑦𝑥) be any cost function such that the output is maximal if 𝐹(𝑥) = 𝑦𝑥 and minimal if
𝐹(𝑥) ≠ 𝑦𝑥. Then, gradient decent can be used to iteratively adjust the pixels in 𝑥 until the output of
𝐶 is minimized and 𝐹(𝑥′) ≠ 𝑦𝑥. Letting 𝑥 𝑡 be the value of 𝑥′ after 𝑡 iteration steps, we get:

𝑥 𝑡+1 = 𝑥 𝑡 − 𝛼∇𝑥 𝑡𝐶(𝑥 𝑡, 𝑦𝑥),
where the gradient vector ∇𝑥𝐶(𝑥, 𝑦𝑥) is the rate of change of cost function 𝐶 with respect to
changing 𝑥 to any class other than 𝑦𝑥, and 𝛼 is a learning rate constant.

2.1.1 PGD Attack. The PGD method is a very effective way to find adversarial examples that are
bounded using either the 𝑙∞ or 𝑙2 metrics [23]. PGD is a multi-step variation of FGSM [14] and finds
the resulting adversarial example 𝑥′ by first sampling from a 𝑙∞-ball around the original example,
and then iterating a specified number 𝑘 times in the direction of the sign of the gradient (for an 𝑙∞
bound) or the direction of the gradient (for an 𝑙2 bound), while not exceeding some specified 𝜖.

2.1.2 Carlini–Wagner Attack. The Carlini–Wagner (CW) attack [6] is a suite of attacks that
use optimization methods to find minimum perturbation according to the 𝑙0, 𝑙2, and 𝑙∞ distance
metrics. The attack is modeled in terms of an optimization problem as follows:

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒 𝐷(𝑥, 𝑥′) + 𝑐.𝑓 (𝑥′)
s.t. 𝑥′𝜖 [0, 1]𝑛

Here, the goal is to find 𝑥′ such that the distance 𝐷(𝑥 −𝑥′) is minimized. They add the constraint
that, for 𝑥′ to be a valid image, all pixels must be in the range [0, 1]. In this problem, the optimization
also minimizes 𝑓 (𝑥′), an objective function that outputs a minimal value when 𝑓 (𝑥′) = 𝑦𝑡 – i.e.,
when the attack succeeds. The constant 𝑐 is used to increase or decrease the weight of 𝑓.

2.1.3 DeepFool. Moosavi-Dezfooli, Fawzi and Frossard originally conceived of DeepFool as an
𝑙2-based attack [26], but it can be adapted to any 𝑙𝑝 metric. DeepFool uses a greedy algorithm
that attempts to approximate the minimum distance to the nearest decision boundary, such that
crossing it produces an adversarial example close to the original sample. The authors describe the
algorithm as gradient descent using an adaptive step size that it determines at each iteration. The
method yields very small perturbations, which the authors believe to be good approximations of
the minimum possible perturbation.
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2.1.4 Query-Efficient Black-Box Attacks. Recent work has produced a wave of black-box attacks
that succeed with far fewer queries than earlier boundary-search methods. Examples include the
decision-based SurFree attack [24], the score-based sparse BruSLeAttack [45], and the hard-label
bias-synchronised attack of Park et al. [31]. While white-box attacks such as PGD and C&W remain
the gold standard for probing worst-case robustness, these newer query-efficient techniques better
approximate real-world deployments where gradients are hidden and query budgets are tight.
Studying PadNet’s robustness against such attacks will be important future work to understanding
its practical security benefit.

2.2 Adversarial Example Defenses
Due to the limited understanding of the nature and extent of vulnerabilities in deep neural nets,
defending against adversarial examples has turned out to be a major challenge [7, 29, 41]. Current
defensive strategies fall into the following categories: (1) adversarial training, (2) augmentation,
(3) detecting adversarial examples, and (4) external pre-processing. Approaches (1) and (2) aim to
increase robustness of the defended network, while approaches (3) and (4) aim to filter or reject
incoming adversarial examples while leaving the defended network unchanged. Currently, the best
defenses are a hybrid of two or more of the listed techniques. However, all current defenses fall
short in fully securing deep neural nets against adversarial examples.

2.2.1 Augmentation. Several forms of augmentation have been recently proposed to improve
model generalization and increase robustness against adversarial examples [15, 17, 28, 34, 48].
Unfortunately, all of these approaches fall short for defending neural networks [16, 41]. Among
the major approaches for data augmentation, cutting and mixing-based augmentation methods
like CutOut [8], CutMix [48], SaliencyMix [43], ResizeMix [33], and MixUp [50] push the DNN to
provide attention to different objects and locations in the input image. All these data augmentation
techniques introduce unseen data samples in the training set, which in turn improves the robustness
of the DNN models to some degree [28, 43, 48].

Among these, MixUp is the most similar to our augmentation approach, as it introduces linearly
interpolation between random pairs of training samples [50]. MixUp augmentation may improve
adversarial robustness, because it introduces globally linear behavior in-between the data manifolds
[28]. While similar our approach, the key difference is that we ensure our samples exist close to the
decision boundary and far from other natural samples in the data manifold.

Additionally, different from all of these techniques, our augmented samples are labeled as a
“none of the above” class – or simply, the padding class. In our evaluation, we show that PadNet far
outperforms these augmentation techniques for all attack settings. We also apply these techniques
as alternatives to populate the padding class, and find that this leads to much lower benign model
accuracy than the PadNet methods.

2.2.2 Detectors. Detectors seek to classify inputs as adversarial examples or benign samples.
Working externally to the classifier, they are leveraged in the classification pipeline such that they
accept as genuine or reject as adversarial example incoming inputs, passing those accepted on to
the classifier. There are numerous detectors in the literature, and a recent comprehensive survey
was performed testing 31 of these across four datasets [1].

Based on the results, we choose the four most promising state-of-the-art approaches to adversarial
detection for comparison. Natural scene statistics (NSS) [19] creates a binary classifier and uses
calculated statistical differences between natural images and adversarial examples to differentiate
between the two. Local intrinsic dimensionality (LID) [22] is another statistically based binary
classifier that relies on density differences in the input space between adversarial examples and
natural images. MagNet [25] uses an autoencoder to remove noise by encoding the image and
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decoding the result back into input space. It then uses two metrics within this process to identify
adversarial examples. Finally, neural network invariant checking (NIC) [21] trains neural
networks on the output of each layer of the classifier model for each type of attack sought to be
detected, extracting invariants with which to differentiate adversarial attacks.

We demonstrate that our PadNet approaches are more effective than these techniques, with
better resilience than all but NIC, and significantly lower false positive rates compared to NIC. NIC
also requires attack-specific training that requires knowing the attacks being attempted and scaling
the training effort for multiple attacks. PadNet, to the contrary, is attack agnostic and has a training
effort that is independent of the attacks being defended against.

2.2.3 Adversarial Training. Currently, the best known method for increasing neural network
robustness is Adversarial Training [14, 38]. In this technique, crafted adversarial examples along
with their ground truth labels are included within the training set. Unfortunately, Goodfellow et al.
showed that the FGSM attack still had a 17.6% success rate against a network defended by adversarial
training. Tramèr et al. [42] proposed a more robust method using an ensemble of adversarially
trained networks. Kannan et al., however, describe an attack that reduces its black-box accuracy
on ImageNet from 66.6% to just 47.1% [18]. Madry et al. propose the state-of-the-art adversarial
training technique using PGD examples [23]. However, our experimental results show that Madry
et al.’s defense, under many settings, does not provide significantly more robustness compared to
an undefended neural network.

2.2.4 TRADES. Zhang et al., TRADES [51], a defense centered around the concept that there is
necessarily a tradeoff between natural error (1 - accuracy) and what they describe as robustness
error (𝑅𝑟𝑜𝑏). Their approach is to minimize a loss function that includes two terms. The first term
provides loss between the predicted class and the true label, thereby driving accuracy to increase.
The second term uses PGD to encourage the output to be smooth by maximizing the loss provided
between a natural example 𝑥 and a corresponding adversarial example 𝑥′ divided by a regularization
parameter. This has the result of pushing the decision boundary of the classifier away from data
samples. TRADES won first place in the NeurIPS 2018 Adversarial Vision Challenge out of over
2,000 submissions. In our TRADES implementation, we found that it has stronger robustness
against PGD than what was originally claimed. For white-box attacks against C&W and Deepfool,
however, in which the softmax layer was removed from TRADES, we found that robustness was
not significantly higher than an undefended neural network.

2.2.5 Gradient Regularization. Gradient Regularization as a concept was first introduced in
1992 by Drucker and Le Cun [11] as a training technique to improve generalization in neural
networks, and they called it “double backpropagation.” Ross and Doshi-Valez [35] revive and adapt
this approach as an addition to the defensive arsenal against evasion attacks, while also touting its
smoothing and generalization benefits. The approach adds a term to the training loss function in
the form of the minimization:

𝜃∗ = arg min
𝜃

{ 𝐻(𝑦, ̂𝑦)⏟⏟⏟⏟⏟⏟⏟
original term

+ 𝜆‖∇𝑥𝐻(𝑦, ̂𝑦)‖22⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
gradient regularization term

},

where H represents the sum of the cross-entropies between the predictions and the labels, and 𝜆
is a hyperparameter tuning the regularization term. This causes the model to have smooth input
gradients with fewer extreme values. In so doing, the authors found the resulting models to be more
resistant to adversarial example evasion attacks. Against PGD, our results show that gradient regular-
ization alone does not provide robustness for higher 𝜖 values, nor does it provide significantly more
robustness compared to an undefended model against stronger attacks such as C&W and Deepfool.

ACM Trans. Priv. Sec., Vol. 29, No. 2, Article 17. Publication date: March 2026.



17:6 A. Barton et al.

2.2.6 Recent Approaches. Two recent threads refine adversarial training in ways complementary
to PadNet. Augmentation-centric defenses such as DBAT [20], diffusion-assisted adversarial training
[46], and Synth-AT [3] enlarge the training set with synthetic or relabeled examples, whereas
PadNet covers the same between-class space with a single padding class and no generative overhead.
Meanwhile, feature-smoothing methods—including Adversarial Feature Alignment (AFA) [32],
Inverse Adversaries [9], and GAT [13]—align clean and adversarial embeddings or contract decision
boundaries directly. In contrast, PadNet pushes gradients into the padding manifold to repel all
real classes. These lines of work are orthogonal; combining padding with feature alignment or
diffusion-based augmentation is a promising avenue for future gains in robustness.

The recently proposed AFA [32] draws on ideas in both of these threads. It introduces random
permuted samples and adversarial examples along with a contrastive loss function applied to
feature extraction layers of a DNN, such that the feature maps of input samples become clustered.
The clustering minimizes intra-class distance and maximizes inter-class separation for enhanced
robustness with limited clean accuracy loss. In contrast, PadNet does not change the feature map
representation in embedded space, but instead it envelopes the sparse intra-class and inter-class
regions in input space with padding class samples. While AFA improves the robustness accuracy
tradeoff, its robustness characteristics are comparable to PGD-AT [23]; we show that PadNet
provides much greater robustness than PGD-AT. Moreover, it introduces additional computational
overhead due to its reliance on contrastive learning and feature alignment objectives.

GAT [13] similarly includes multiple approaches together: (1) multi-task learning with adversarial
training, (2) gradient curvature regularization, and (3) optimizationwith a customizedmulti-gradient
descent algorithm. The multitask learning adds regularity by augmenting tasks as well as data,
while PadNet solely augments data with its padding class. The gradient curvature regularization is
motivated by the same intuition as PadNet’s targeted gradient regularization (TGR); it guides
the model towards flatter loss landscapes which enhances robustness. Although GAT improves
adversarial robustness compared to other AT methods, it introduces a loss in clean accuracy by
more than 10 percentage points. It also adds substantial training overhead since multi-task learning
requires additional loss terms and careful task balancing. Its effectiveness depends on the choice
of auxiliary tasks, which may not always align with the primary classification objective and can
be difficult to design in practice. Moreover, the added complexity makes training slower and less
scalable compared to traditional adversarial training methods.

3 PadNet Design
This section explains how knowledge about adversarial examples informs our design for a new
adversarial example defense and describes that design in detail. We focus on two complementary
strategies: (1) an augmentation strategy and (2) a gradient regularization strategy.

Unlike Adversarial Training, our strategy does not rely on knowing the methods the attacker uses
to create adversarial examples.Therefore, our training set size remains fixed regardless of the number
of possible attacks, and our training methods do not change regardless of the attacker’s method.

3.1 Threat Model
We assume an attacker may use an adversarial example 𝑥′ to perform attacks against a deep neural
net 𝐹. The attack is successful if and only if the defended network 𝐹 classifies the adversarial example
as a class other than its benign class 𝑦 or the padding class 𝑦𝑝𝑎𝑑. In other words, 𝐹(𝑥′) ≠ 𝑦 ∧𝐹(𝑥′) ≠
𝑦𝑝𝑎𝑑 for a successful attack.

We assume an attacker may perform black-box and white-box attacks against a deep neural
net. A black-box attack is one in which the attacker does not know the parameters 𝜃 of 𝐹, or the
training method. As such, the attacker generates adversarial examples on some state-of-the-art
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xx'Class 1

Class 2

Fig. 1. Data points from within a hyper cube
centered around adversarial example 𝑥 ′ classify
partly as the ground truth label, and partly as
other adjacent classes.

xx'Class 1

Padding Class

Class 2

Fig. 2. In boundary padding, a padding class is
introduced within the training set in order to re-
inforce the boundary layer between classes.

deep neural net 𝐹 ′, and subsequently transfers those examples to be classified by the defended
network 𝐹. A white-box attack is one in which the attacker has full knowledge of the defended
network 𝐹, and thus knows the parameters 𝜃 and the training method. As such, the attacker may
generate adversarial examples directly on the defended network 𝐹.

3.2 Intuition and Motivation
In supervised learning, the task is to infer a function from labeled training data. Each training
example consists of an input feature vector and a desired output value. A supervised learning
algorithm analyzes the training data and produces an inferred decision boundary that can be used
to classify new examples. The placement of this decision boundary is thus very important for the
effectiveness of the classifier in generalizing to classify new inputs correctly.

The decision boundary is also important for adversarial examples. Cao et al. [5] performed an
experiment in which they formed a small hypercube around the center of an adversarial input 𝑥′.
They then passed 10,000 data points from within this hypercube through a DNN. This experiment
is visualized in Figure 1. They found that a majority of the data points classified as the correct
class, while the rest of the data points classified as one or more other classes. Separately, Shafahi
et al. [36] provided proofs that adversarial examples necessarily exist within a small 𝜖 distance of
the decision boundary. These empirical and theoretical findings strongly suggest that adversarial
examples occur near the decision boundary, and that decision boundaries of multiple classes can
exist adjacently to one another.

Using this as motivation, we propose two forms of augmentation that are designed to reinforce
the decision boundary against adversarial examples: (1) BP and (2) BP w/ PGD.

3.3 Boundary Padding
BP is an augmentation strategy that is meant to reinforce the decision boundary between classes.
This is done by introducing a padding class between the classes in the training data. The model
trained on this augmented dataset can be visualized as shown in Figure 2.

Padding class data, or just padding, needs to define the regions between classes while not requiring
huge amounts of additional data that would overwhelm the training process. We introduce two
types of BP samples: (1) mean padding and (2) uniform padding. In mean padding, we take the mean
of one random sample 𝑥𝑖 from one class and another random sample 𝑥𝑗 from another class. Then,
we add Gaussian noise to this sample:

𝑥𝑚𝑝 = 1/2(𝑥𝑖 + 𝑥𝑗) + 𝒩(0, 0.1).

Figure 3(c) shows examples of mean padding taken from the two MNIST samples in the top
row and the two CIFAR10 samples in the bottom row, respectively. In uniform padding, we draw a
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a.) Benign b.) Benign c.) Mean padding d.) Uniform paddinga.) Benign b.) Benign c.) Mean padding d.) Uniform padding

Fig. 3. Mean padding and uniform padding examples for MNIST (top row) and CIFAR10 (bottom row).

Fig. 4. t-SNE visualization of MNIST classes be-
fore Boundary Padding or Adversarial Mixup.

Fig. 5. t-SNE visualization of MNIST classes after
Boundary Padding.

random variable 𝛼 from the range [.2, .8]. Then we take the weighted average of the two samples
using the weights 𝛼 and 1 − 𝛼, followed by adding Gaussian noise to the sample. For example,
setting 𝛼 = 𝒰[.2, .8],

𝑥𝑢𝑝 = 𝛼 ∗ 𝑥𝑖 + (1 − 𝛼) ∗ 𝑥𝑗 + 𝒩(0, 0.1).

Figure 3(d) shows examples of uniform padding for MNIST and CIFAR10 with 𝛼 = 0.2.
We visualized how BP interacts with the data manifold in 2-D space using t-SNE [44] plots for

the original and augmented datasets shown in Figures 4 and 5, respectively. The original dataset in
Figure 4 reveals the discrete data-dense regions for each class, with data-sparse regions in between
classes. Figure 5 shows the augmented PadNet dataset where the addition of the padding class
has altered the data-sparse regions by populating the spaces between classes. As t-SNE is known
to preserve local structure between neighboring data points [44], the plots suggest that, in high
dimensional space, the padding class reinforces the decision boundary by populating the space
in-between data manifolds. This causes the model to draw the decision boundary tighter toward
the original classes, removing space where adversarial examples may exist.

While different amounts and combinations of mean padding and uniform padding are possible,
we apply a simple approach for our baseline BP method. For each training sample, we added one
mean padding sample and one uniform padding sample based on it. For each class (call it class
𝐴), we generate padding samples by pairing samples from class 𝐴 with each other class in equal
measure. Padding samples were thus distributed equally across all classes, producing a balanced
training set.
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3.4 Boundary Padding w/ PGD
We add PGD examples to the augmentation set, along with BP samples, to produce BP w/ PGD.
Non-targeted adversarial examples were generated using the PGD attack [23], with 𝜖 = 0.25. Note
that, unlike in adversarial training, we do not assume that we can replace PGD with the attacker’s
actual attack method. In Section 4.4, we show the effect of BP with and without PGD padding
against several different attacks. We experimented with different 𝜖 values and found 𝜖 = 0.25 to
be the most effective. PGD examples were created using 10 iterative steps. This increases the cost
of training slightly, though we note that PGD is a relatively fast algorithm and may be used on
the fly during training. We show in Section 4.4, however, that it is probably worth this added cost
due to further improvements in robustness over the original BP. Additionally, since we only need
to construct adversarial examples for a single attack – PGD – we still limit the cost compared to
adversarial training against all known attacks.

3.5 Targeted Gradient Regularization
Evidence suggests that adversarial examples occur near the decision boundary [5]. As such, we
propose TGR, a technique to regularize gradients in the direction from input 𝑥 toward the decision
boundary. To achieve this, we add a term to the loss function 𝑙𝑜𝑠𝑠 = 𝐿(𝑓 (𝑥), 𝑦 , 𝜃) such that

𝑙𝑜𝑠𝑠′ = 𝑙𝑜𝑠𝑠 + 𝜆
1
𝑛

𝑛
∑
𝑖=1

(∇𝑥𝐿(𝑓 (𝑥), 𝑦𝑝𝑎𝑑))
2
,

where ∇𝑥𝐿(𝑓 (𝑥), 𝑦𝑝𝑎𝑑) is the gradient with respect to 𝑥 when targeting any sample 𝑦𝑝𝑎𝑑 within the
padding class. We penalize high values of the mean of the squared gradient vector. This increases
the likelihood that most components in the gradient vector from starting point 𝑥 toward the
padding class – and thus toward the decision boundary – are near zero. 𝜆 controls how much the
regularization term contributes to the loss function. In our experiments, we show how increasing 𝜆
affects model robustness. Note that changing the loss function means changing the training of the
model to create different gradients, not modifying the gradients after the model has been trained.
This can impact benign classification decisions, but should not be very harmful when it mostly
shifts the gradients away from the decision boundary. We show in our evaluation that the impact
on benign classification accuracy is not large.

Since in TGR, the inputs are compared to samples in the padding class 𝑦𝑝𝑎𝑑, it is important
to have a well-formed padding class that truly reinforces the decision boundary. Since we know
adversarial examples exist near the decision boundary, we presume that an adversary’s goal is to
perturb benign samples in a direction toward the decision boundary using gradient-based methods.
By regularizing this gradient vector during training, TGR shapes the decision boundary to be tighter
to the training data in reference to the padding class, and thus to the other classes as well. TGR
thus acts to further reduce the input space that adversarial examples can occupy, with a small but
non-zero cost to the generalization of the model with respect to benign test samples.

4 Experimental Results
We combine TGR with BP to construct our approach called PadNet. PadNet is a training strategy
that is agnostic to any particular dataset or neural network architecture. Hence, the PadNet training
algorithm is modular and compatible with other standard deep learning techniques.

To evaluate PadNet, we set up experiments in which we trained several variations on MNIST,
CIFAR-10, CIFAR-100, Tiny ImageNet, and ImageNet-100. For MNIST, the architecture was a VGG-
style CNN as used by Carlini and Wagner [6] and by Papernot et al. [30]. For CIFAR-10, CIFAR-100,
and Tiny ImageNet, the architecture was a Wide Residual Network (WRN) [49] trained using
Sharpness-Aware Minimization (SAM) [12]. For ImageNet-100, the architecture was a ViT [10].
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Table 1. PadNet Variants

Model Description
BP mean and uniform padding only (Isolated)
PadNet BP + TGR
BP-PGD mean, uniform, and PGD padding (Isolated)
PadNet-PGD BP-PGD + TGR

a) ε =  0.1 b) ε =  0.3 c) ε =  0.9

Fig. 6. Attack success rate vs. increasing 𝜆 in PadNet’s TGR against 2000 PGD adversarial examples with
𝜖 = 0.1, 𝜖 = 0.3, 𝜖 = 0.9 for figures 6a, b, and c respectively.

As shown in Table 1, BP indicates that the model was trained with data augmentation via mean
and uniform padding only. PadNet is BP with TGR applied to the loss function. BP w/ PGD is
Boundary Padding with the addition of PGD padding. PadNet w/ PGD is BP w/ PGD and TGR. The
tests without PGD padding allows us to see the impact of just using mean and uniform padding,
highlighting their effectiveness and the differences of PadNet from adversarial training.

We measure robustness with ASR, the rate at which a set of adversarial examples cause the neural
network to classify a sample 𝑥′ as any class other than the original, 𝐹(𝑥′) ≠ 𝑦. For BP and PadNet,
the attack is only considered successful if the adversarial example causes the neural network to
classify 𝑥′ as any class other than the original or the padding class, 𝐹(𝑥′) ≠ 𝑦 ∧ 𝐹(𝑥′) ≠ 𝑦𝑝𝑎𝑑.

All defenses were evaluated with state-of-the-art attacks that include PGD 𝑙∞ [23], C&W 𝑙∞ [6],
C&W 𝑙2 [6], and Deepfool 𝑙∞ [26]. For all attack implementations, we made use of the Adversarial
Robustness Toolbox (ART) [27].

4.1 Testing TGR
First, we experimented with PadNet’s TGR to show the effect of tuning 𝜆, which weights the
contribution of TGR to the overall loss function.

The experiment was performed on CIFAR-10 with a PGD white box attack. We trained six PadNet
models, each with increasing 𝜆. For the first model, we set 𝜆 = 0, resulting in a model trained with
BP augmentation only. For the others, 𝜆 was increased from 10−5 to 10−1. For each model, we
generated 2000 adversarial examples and recorded the ASR. Figure 6(a), (b), and (c) show ASR for
PGD with 𝜖 values of 0.1, 0.3, and 0.9, respectively. The first bar on the x-axis shows 100% ASR for
the undefended model. BP alone had ASRs of 14.1%, 17.4%, and 20.4%, respectively. For 𝜆 = 10−5,
ASR dropped to 9.4%, 10.9%, and 12%. This trend continues – when 𝜆 was eventually increased to
10−1, ASR for all three 𝜖 values was 0%.

TGR works to flatten adversarial gradients within the model. The adversarial gradient is the
gradient an adversary uses to find the pixels that are most sensitive towards changing the model
prediction for that input. In another words, the adversarial gradient holds key information to inform
the adversary what direction to change pixels in order to ascend the gradient, thereby increasing
loss. As visualizing the loss landscape is intractable, we designed an experiment to indicate that TGR
is in fact flattening adversarial gradients. Generally, if the adversarial gradient is flatter, then the
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Iteration Iteration Iteration

a) ε =  0.1 b) ε =  0.3 c) ε =  0.9

Fig. 7. Attack success rate vs. number of PGD iterations. For each curve, 𝜆 is increased from 𝜆 = 0.0 to 𝜆 = 0.1.
Increasing 𝜆 in PadNet’s targeted gradient regularization shows more robustness.

adversary must increase steps taken up the gradient to find adversarial examples. As 𝜆 is increased,
finding adversarial examples should be more challenging.

We generated 2000 PGD adversarial examples using 500 iterative steps and recorded ASR for each
step. The results are shown in Figure 7(a), (b), and (c) for 𝜖 values of 0.1, 0.3, and 0.9, respectively.
For each curve, 𝜆 was increased from 0 to 10−1. Similar to the previous Figure, 𝜆 = 0 indicates
that the model was trained using BP augmentation alone. For 𝜆 = 0, ASR steadily increased as
Iterations increased. For 𝜆 = 10−5 and 𝜆 = 10−4, ASR increased to 7 to 10% and then leveled off after
approximately 200 iterations. For 𝜆 = 10−3 and above, ASR remained near 0% for all 500 iterative
steps. The results suggest that increasing 𝜆 in PadNet’s TGR improves robustness by flattening
adversarial gradients, thus causing adversarial examples to be harder to find.

4.2 PadNet vs. Augmentation Approaches
We have chosen four related augmentation methods to better investigate the distinctions between
PadNet and other augmentation strategies: CutOut [8], CutMix [48], SaliencyMix [43], and Re-
sizeMix [33]. Based on our discussion in Section 2.2.1 about these various augmentation methods,
we have taken two approaches to evaluate the augmentation methods.

4.2.1 Augmented Samples as Padding. Since BP generates new samples as the combination of
samples from different classes, a natural question is whether prior augmentation strategies that
combine samples could be used the same way to produce padding. For our first approach, we
aim to answer this question by generating samples using each augmentation method and using
them to populate the padding class. In Table 2, CutOut-Padding indicates that the augmented
samples were generated using CutOut and labeled as padding class. These augmented samples were
added to the training set and the model structure was modified to accommodate the additional
class while training. Similarly, CutMix-Padding, SaliencyMix-Padding, and ResizeMix-Padding
models were trained with their respective augmented samples in the padding class. The MNIST
and CIFAR-10 column displays the benign accuracy of the corresponding models on those
datasets.

As shown in Table 2, all the padding models drastically lose performance when the augmented
samples are used as a padding class. This may be surprising given the reported results from those
papers. It is important to note, however, that we are using the techniques in a new way to create a
padding class, not for traditional augmentation. As such, we can see that techniques with good
performance in augmentation are not appropriate for padding. These cutting and mixing strategies
generally leave full parts of images intact, such that the label should not be changed to a padding
class, but instead kept to their original labels at least in part. Padding samples must instead be
selected specifically to be close to the decision boundary to be effective and not confuse the classifier.
Our BP strategies, for example, all yield benign classification performance above 97% for MNIST
and 87% for CIFAR-10 (see Table 4).
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Table 2. Augmentation Models and Their Benign
Accuracy on MNIST and CIFAR-10

Model MNIST CIFAR-10
Baseline 99.32% 86.77%
CutMix-Padding 70.71% 38.24%
ResizeMix-Padding 45.35% 33.84%
CutOut-Padding 43.10% 31.35%
SaliencyMix-Padding 35.58% 22.65%
CutMix [48] 98.84% 87.58%
ResizeMix [33] 99.21% 88.18%
CutOut [8] 98.68% 86.69%
SaliencyMix [43] 98.99% 87.98%
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Fig. 8. Augmentation approaches vs. PadNet (CIFAR-10): white-box ASR.

4.2.2 Robustness of the Augmented Models. The second approach considers training the models
on MNIST and CIFAR-10 datasets according to CutOut [8], CutMix [48], SaliencyMix [43] and
ResizeMix [33] augmentation methods as described in their respective papers. Using state-of-the-art
attacks (PGD, C&W, Deepfool), we assess the models’ robustness and compare their performance
with PadNet. In Table 2, CutOut indicates that the models were trained on MNIST and CIFAR-10
where training samples were augmented according to the authors’ instructions in [8]. Similarly,
CutMix, SaliencyMix, and ResizeMix models were trained according to their respective papers [33,
43, 48]. The benign accuracy of the augmented models in Table 2 suggests that each augmentation
technique loses a small amount of benign accuracy on MNIST. Every augmentation method, with
the exception of CutOut, somewhat improves benign accuracy for CIFAR-10. PadNet also loses
some benign accuracy over the other models as shown in Table 4.

Figure 8 shows the white-box ASR for four attacks against both PadNet variations and augmented
models. Against the PGD white-box attack (Figure 8(a)), all the PadNet variants had 0% success
rates for all 𝜖 values. The augmentation approaches all failed against the attack: for 𝜖 ≥ 0.5, ASRs
were all 85% and above. We see broadly similar results for Carlini & Wagner 𝑙2 (Figure 8(b)), Carlini
& Wagner 𝑙∞ (Figure 8(c)), and Deepfool (Figure 8(d)). The attacker is somewhat more successful
against PadNet variants using these attacks. For example, they reach 20%–31% ASRs for Carlini &
Wagner 𝑙2 with low confidence, and higher than that by using high-confidence examples against
both BP and PadNet without PGD padding. The PGD-based versions of PadNet, however, maintain
low ASRs against all attacks. Augmentation approaches, meanwhile, all do poorly against these
attacks, with over 80% ASR in nearly all cases.

These findings show that augmentation methods can be effective in enhancing generalization
performance, but they are not effective at enhancing robustness. In contrast, the PadNet variants
all offer significant robustness. We also see that, when compared to BP, PadNet often significantly
increases robustness, emphasizing the value of TGR in addition to BP augmentation.
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Fig. 9. Intuition behind boundary thickness [47].Boundary thickness represents the gap between two level
sets 𝑔(𝑥) = 𝛼 and 𝑔(𝑥) = 𝛽 by measuring the expected distance on random line segments between clean
samples in 𝒳 and their adversarial example counterparts.

4.2.3 Boundary Thickness. Yang et al. [47] introduced a novel concept called boundary thickness
to help explain and predict a deep learning model’s robustness against adversarial examples. Bound-
ary thickness is defined as the minimum distance one must perturb a data point before the model’s
prediction changes, averaged over directions in the input space. Intuitively, it measures how “thick”
the decision boundary is around a point – thicker boundaries suggest that more substantial pertur-
bations are required to change the model’s prediction, indicating greater robustness. Theoretically,
the authors show that when a classifier’s decision boundary has high curvature or lies close to
the data manifold, small perturbations can more easily cause misclassifications. Conversely, flatter,
thicker boundaries provide a buffer against such attacks.

Formally, let 𝑓 ∶ 𝒳 → ℝ𝐶 be a classifier that maps inputs 𝒳 ∈ ℝ𝑑 to class logits for 𝐶 classes. For
neural networks, the function 𝑓 (𝑥) is the output of the softmax layer, and 𝑓 (𝑥)𝑖 for class 𝑖 ∈ [𝐶]
represents the posterior probability 𝑃𝑟(𝑦 = 𝑖|𝑥), where (𝑥, 𝑦) is a feature vector and response pair.
The thickness of the decision boundary is then quantified by measuring the posterior probability
difference 𝑔𝑖𝑗 = 𝑓 (𝑥)𝑖 − 𝑓 (𝑥)𝑗 on line segments connecting pairs of points (𝑥𝑟, 𝑥𝑠) ∈ 𝒳, where 𝑥𝑟 is
chosen uniformly at random from the training set with predicted label 𝑖, and 𝑥𝑠 is an ℓ2 adversarial
example generated by attacking 𝑥𝑟 to a random target class 𝑗 ≠ 𝑖. Then, the boundary thickness is
defined as follows.

Definition 1. (Boundary Thickness [47]) For 𝛼, 𝛽 ∈ (−1, 1) and distribution 𝑝 over pairs of points
(𝑥𝑟, 𝑥𝑠) ∼ 𝑝, let the predicted labels of 𝑥𝑟 and 𝑥𝑠 be 𝑖 and 𝑗, respectively. Then, the boundary thickness
𝜃 of a prediction function 𝑓 (⋅) is

𝜃(𝑓 , 𝛼, 𝛽, 𝑝) = 𝔼(𝑥𝑟,𝑥𝑠)∼𝑝 [∫
1

0
I {𝛼 < 𝑔𝑖𝑗(𝑥(𝑡)) < 𝛽} 𝑑𝑡] , (1)

where 𝑔𝑖𝑗 = 𝑓 (𝑥)𝑖 − 𝑓 (𝑥)𝑗, I {⋅} is the indicator function, and 𝑥(𝑡) = 𝑡𝑥𝑟 + (1 − 𝑡)𝑥𝑠, 𝑡 ∈ [0, 1].

As shown in Figure 9, boundary thickness represents the gap between two level sets 𝑔𝑖𝑗(𝑥) = 𝛼
and 𝑔𝑖𝑗(𝑥) = 𝛽 by measuring the expected distance on random line segments between clean samples
in 𝒳 and their adversarial example counterparts. Figure 10 shows a CDF of empirical boundary
thickness measurements for PadNet variants compared to the MixUp techniques for 1000 random
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Fig. 10. Probability of boundary thickness of PadNet decision boundaries compared to MixUp techniques
tested over 1000 random samples and their adversarial example counterpart.

line segments where 𝑡 was discretely incremented from 0 to 1 with a step size of 0.001. All PadNet
variants performed better then the MixUp techniques. The best performing models were PadNet-
PGD, BP-PGD, and BP which all had a 14% increase in boundary thickness in the median case
compared to MixUp, CutMix, and SaliencyMix, and a 3% increase compared to CutOut.

The results indicate that PadNet achieves higher robustness and boundary thickness by explic-
itly shaping its decision boundaries to resist adversarial perturbations. Unlike standard mixup
techniques, PadNet introduces mean padding, uniform padding, and adversarial examples (e.g.,
PGD-perturbed inputs) as part of a dedicated “none-of-the-above” (NOTA) class, effectively
widening the margin between known classes and out-of-distribution or adversarial regions. This
forces the model to reserve high-confidence predictions only for regions well inside class bound-
aries. Additionally, PadNet employs TGR, which identifies adversarial directions via gradient ascent
and penalizes the ℓ2 norm of these adversarial perturbations in the training loss. This encourages
the model to resist label-changing perturbations by smoothing the loss landscape in vulnerable
directions. Together, these mechanisms create a “buffer zone” around each class, leading to thicker
decision boundaries. As a result, PadNet exhibits greater boundary thickness, meaning adversarial
inputs must traverse a larger region before crossing into a different decision region—an indicator
of improved local robustness.

4.3 PadNet vs. Other Detectors
We compared BP, PadNet (PN), BP-PGD, and PN-PGD to state-of-the-art adversarial example de-
tection methods recently tested by Aldahdooh et al. [1]. In that study, the authors selected eight
detectors to evaluate from a field of over 30 competitors and tested them against a barrage of
adversarial example evasion attacks over a number of datasets. In Table 3, we select the highest
performing detectors in the Aldoohdah survey–NIC [21], LID [22], NSS [19], and MagNet [25],
across three datasets–MNIST, CIFAR-10, and Tiny Imagenet, and compare their performance against
PadNet variants with respect to attack success and false positive rates. In the table, we rank perfor-
mance with colors based on the lowest ASR first. Note that significant digits not shown in the table
were used to break ties. When ASR is precisely tied, the one with the lower false positive rate is
chosen.

With respect to MNIST, the top performing detector was NIC which was first against CW L∞
and DeepFool, and NSS which was first against PGD. PadNet variants consistently came in second
and third place against all three attacks with ASR ranging from 0 to 17, and FPR ranging from 0
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Table 3. PadNet Variants vs. State-of-the-Art Detectors Across Three Datasets (MNIST, CIFAR-10,
Tiny-ImageNet)

Dataset Attack NIC LID NSS MagNet BP PN BP-PGD PN-PGD

ASR↓ FPR↓ ASR FPR ASR FPR ASR FPR ASR FPR ASR FPR ASR FPR ASR FPR

MNIST
PGD 𝐿∞ 0 10 21 1 0 0 0 0 0 0 0 0 0 0 0 1
CW 𝐿∞ 0 10 36 4 98 0 59 0 24 0 17 0 24 0 7 1
DF 0 10 7 0 2 0 3 0 10 0 3 0 3 0 3 1

CIFAR-10
PGD 𝐿∞ 0 10 1 0 7 7 34 1 2 0 0 0 0 1 0 0
CW 𝐿∞ 38 10 35 21 73 7 87 1 14 0 11 0 15 1 9 0
DF 15 10 36 6 50 7 43 1 12 0 19 0 19 1 11 0

Tiny Imagenet
PGD 𝐿∞ 0 10 2 1 16 22 99 1 2 0 1 0 0 0 3 0
CW 𝐿∞ 0 10 100 0 68 22 92 1 40 0 87 0 3 0 2 0
DF 0 10 69 18 73 23 99 1 88 0 88 0 52 0 51 0

All values are percentages; lower is better. Cells are shaded by rank within each attack–dataset pair ( green =

1st, blue = 2nd, orange = 3rd).

Table 4. Defensive Models and Their Benign
Accuracy on MNIST and CIFAR-10

Model MNIST CIFAR-10
No-Defense 99.52% 92.10%
MixUp [17] 99.43% 92.38%
Madry et. al [23] 99.39% 90.86%
TRADES [51] 97.91% 85.57%
Grad. Reg. [35] A 98.99% 91.88%
Grad. Reg. [35] B 99.36% 90.27%
BP [Ours] 98.15% 90.56%
PadNet [Ours] 98.53% 87.36%
BP-PGD [Ours] 98.40% 89.67%
PadNet-PGD [Ours] 97.80% 89.13%

to 1. For CIFAR-10, PadNet variants outperformed state-of-the-art detectors with PN achieving
first against PGD, and PN-PGD achieving first against CW L∞ and DeepFool. For Tiny Imagenet,
NIC scored the lowest ASR in two of three attacks, CW L∞ and DeepFool, while BP-PGD scored
the lowest ASR and FPR against the PGD attack. Additionally, the NIC detector’s FPR of 10% is far
behind that of the PadNet variants with 0–2% FPR.

We also note that PadNet offers better deployment features than NIC. Whereas PadNet and its
variants do not require specific training for each new evasion attack to enable successful detection,
NIC requires training on a full dataset of each attack type’s examples to achieve the performance
observed in Table 3. NIC thus suffers much the same drawback as adversarial training, in that each
new attack requires a new set of training specific to it.

4.4 PadNet vs. Gradient Regularization
We compared BP and PadNet robustness to an undefended model, and to three other state-of-the-art
defenses: Adversarial Training using PGD examples [23], TRADES [51], Gradient Regularization
[35] (Grad. Reg. A), and Gradient Regularization combined with Adversarial Training [35] (Grad.
Reg. B). The benign accuracy for the models are shown in Table 4 for MNIST and CIFAR-10. PadNet
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Fig. 11. SOTA Defenses vs. PadNet (MNIST): white-box ASR.
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Fig. 12. SOTA Defenses vs. PadNet (CIFAR-10): white-box ASR.

is better than TRADES [51] but loses a bit more benign accuracy than some other models. We will
show, however, that it is dramatically more robust than all of these models.

Figures 11(a) and 12(a) show ASRs with increasing 𝜖 on the x-axis for all models against the PGD
white-box attack on MNIST and CIFAR-10, respectively. For low 𝜖 values on CIFAR-10 (12(a)), we
observed that the undefended model had an ASR of 40%. All BP and PadNet models had an ASR of
0% for all 𝜖 values. Note that these results hold even when we use only mean and uniform padding,
so they do not depend on PGD padding. Other defenses had between 10%–37% ASR for 𝜖 = 0, but
these rose to between 72%–100% for 𝜖 = 0.9. We observed similar results on the MNIST dataset as
shown in Figure 11(a).

Figures 11(b) and 12(b) show ASRs with increasing confidence on the x-axis for all models against
the Carlini & Wagner 𝑙2 white-box attack on MNIST and CIFAR-10, respectively. When confidence
zero on CIFAR-10 (12b()), we observed an ASR of 92%–96% for the undefended model, MixUp, PGD
adversarial training, gradient regularization, and TRADES, compared with 25%–31% for BP and
22%–23% for PadNet models. PadNet had a 12% to 26% improvement compared to BP, showing the
benefits of TGR. When confidence was set to 20, we observed the same ASR for all other models,
while the BP and PadNet models had 0% to 2% ASR. We observed similar results on the MNIST
dataset shown in Figure 11(b), and for the Carlini & Wagner 𝑙∞ white-box attacks on CIFAR-10
shown in Figure 12(c).

Figures 11(d) and 12(d) show ASR with increasing 𝜖 on the x-axis for all models against the
Deepfool white-box attack on MNIST and CIFAR-10, respectively. For all 𝜖 values, BP and PadNet
maintained 0% to 6% ASR on MNIST, and 11% to 19% on CIFAR-10. MixUp showed mixed results
with 6% ASR on MNIST and 97% on CIFAR-10. In contrast, all other models had 91%–94% ASR on
CIFAR-10, and 40%–100% on MNIST.

Our results indicate that BP and PadNet provide significant robustness compared to the other
defenses. Moreover, for several of the attack settings we tested, the other defenses appeared to
be no better than the undefended model. In most cases, PadNet significantly improves robustness
compared to BP, highlighting the importance of TGR in conjunction with BP augmentation. Table 6
shows similar results for black-box attacks on MNIST and CIFAR-10.

ACM Trans. Priv. Sec., Vol. 29, No. 2, Article 17. Publication date: March 2026.



PadNet: Defending Neural Networks Against Adversarial Examples 17:17

Table 5. Defensive Models and Their Benign
Accuracy on CIFAR100 and Tiny ImageNet

Model CIFAR-100 TinyImageNet
Top-1 / Top-5

No-Defense 66.91% 46.56% / 72.75%
BP 70.26% 52.31% / 76.10%
PadNet 69.72% 51.61% / 77.95%
BP-PGD 67.09% 46.55% / 73.70%
PadNet-PGD 65.99% 47.80% / 74.50%

Table 6. Black-Box Adversarial Example ASR on MNIST and CIFAR-10 (Lower Is Better)

Defenses PGD 𝜖, 0.1 PGD 𝜖, 0.5 PGD 𝜖, 0.9 C&W 𝑙2 C&W 𝑙∞ Deepfool
No Defense 0.00 0.05 0.64 0.10 0.03 0.03
MixUp 0.02 0.40 0.75 0.05 0.00 0.01
Madry et. al[23] 0.00 0.02 0.57 0.00 0.00 0.00
TRADES 0.00 0.49 0.98 0.13 0.00 0.01
Grad. Reg. A 0.02 0.90 0.96 0.07 0.06 0.01
Grad. Reg. B 0.01 0.22 0.96 0.03 0.00 0.02
BP 0.00 0.00 0.00 0.07 0.03 0.06
PadNet 0.00 0.00 0.00 0.07 0.03 0.00
BP w/ PGD 0.00 0.00 0.00 0.07 0.04 0.03
PadNet w/ PGD 0.00 0.00 0.00 0.03 0.03 0.06

Black Box CIFAR-10
Defenses PGD 𝜖, 0.1 PGD 𝜖, 0.5 PGD 𝜖, 0.9 C&W 𝑙2 C&W 𝑙∞ Deepfool
No Defense 0.43 0.84 0.84 0.10 0.21 0.09
MixUp 0.27 0.83 0.85 0.10 0.22 0.09
Madry et al.[23] 0.31 0.78 0.85 0.11 0.16 0.11
TRADES 0.14 0.82 0.84 0.18 0.27 0.18
Grad. Reg. A 0.10 0.89 0.90 0.08 0.25 0.08
Grad. Reg. B 0.08 0.74 0.86 0.14 0.19 0.15
BP 0.00 0.00 0.00 0.12 0.06 0.11
PadNet 0.00 0.00 0.00 0.13 0.16 0.14
BP w/ PGD 0.00 0.00 0.00 0.12 0.12 0.12
PadNet w/ PGD 0.00 0.00 0.00 0.11 0.09 0.10

4.5 CIFAR-100 and Tiny ImageNet
We trained and evaluated the PadNet variants on the CIFAR-100 and Tiny ImageNet datasets against
PGD, C&W 𝑙2, C&W 𝑙∞, and Deepfool. The benign accuracy is shown in Table 5. On CIFAR-100,
the undefended model had an accuracy of 66.91%. All PadNet variants, except for PadNet-PGD,
increased accuracy by 0.18% to 3.35%, with the best being BP, second being PadNet, and the least
improvment being BP-PGD. PadNet-PGD accuracy was reduced by only 0.92%.

For Tiny ImageNet, the undefended model had an accuracy of 46.56% and 72.75% for Top-1 and
Top-5, respectively. BP increased accuracy to 52.31% and 76.1% respectively. PadNet increased
accuracy to 51.61% and 77.95% for Top-1 and Top-5, respectively. The results from Table 5 indicate
that BP and TGR cause regularization and allow the model to generalize better toward data points
outside the training set, thus increasing accuracy. We believe there was an increase in accuracy
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Fig. 13. CIFAR-100: white-box ASR.
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Fig. 14. Tiny-ImageNet: white-box ASR.

for CIFAR-100 and Tiny ImageNet, and not for MNIST and CIFAR-10, due to the increased com-
plexity in the data manifolds, with significantly more classes, which allows more opportunity for
regularization and improvement.

4.5.1 CIFAR-100. PadNet robustness on CIFAR-100 is shown in Figure 13. Against the PGD
attack (Figure 13(a)), The undefended model had an ASR of 35% for 𝜖 = 0.031; ASR reached 100%
after 𝜖 was increased beyond 0.4. For all 𝜖 values, the ASR remained 0% for all PadNet variants.

For C&W 𝑙2, ASR for PadNet variants was 50%–62% for 𝑐𝑜𝑛𝑓 = 0, and decreased to 0% for
𝑐𝑜𝑛𝑓 = 20 and 𝑐𝑜𝑛𝑓 = 40. For C&W 𝑙∞, ASR was 0% for all PadNet variants. For Deepfool, the ASR
for PadNet variants ranged from 38% to 62%.

4.5.2 Tiny ImageNet. Robustness on Tiny ImageNet is shown in Figure 14. For PGD with
𝜖 = 0.031, ASR ranged from 1% to 3% for all PadNet variants, and remained near 0% for larger
𝑒𝑝𝑠𝑖𝑙𝑜𝑛. For C&W 𝑙2, the ASR for all PadNet variants except BP-PGD ranged from 61% to 87% for
𝑐𝑜𝑛𝑓 = 0, decreased to below 10% for 𝑐𝑜𝑛𝑓 = 20, and remained near 0% for larger confidence values.
For C&W 𝑙∞, ASR was 2% to 3% for BP-PGD and PadNet-PGD, 40% for BP, and 87% for PadNet. For
Deepfool, ASR was approximately 51% for BP-PGD and PadNet-PGD, and 84% to 88% for BP and
PadNet.

4.6 ImageNet-100 Vision Transformer
ImageNet-100 is a subset of the ImageNet (ILSVRC) dataset containing 100 selected classes out of
the full 1,000 ImageNet classes. It is commonly used for experiments that need faster iterations
while still maintaining semantic diversity and complexity similar to full ImageNet and is a standard
in the literature for efficient benchmarking of model performance, robustness, and adversarial
defense research. The dataset contains 100 classes, 390000 training samples, and 5000 test samples
of dimensions 224 × 224 × 3.

We trained PadNet and BP on ImageNet-100 using a ViT architecture. The ViT, introduced by
Dosovitskiy et al. [10], is a deep learning model that applies the transformer architecture, originally
developed for natural language processing, to image classification tasks. ViT segments an image
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Fig. 15. System architecture of ViT trained with PadNet.

Table 7. Benign Validation Set Accuracy for
No-Defense Compared to PadNet and BP Trained on
ImageNet100 Using a Vision Transformer Architecture

Model ImageNet 100
No-Defense ViT 70.86%
No-Defense ViT Transfer 87.72%
BP-ViT 97.42%
PadNet-ViT 99.96%

into a sequence of fixed-size patches, embeds them into a latent space, and processes the sequence
with standard transformer blocks, foregoing traditional convolutional operations [10]. Figure 15
showcases our ViT architecture, which divides images into patches of size 16 and includes 6 encoder
layers, each with 8 attention heads in the transformer backbone and embedding dimension of 512.
The position-wise feedforward network within each encoder uses an MLP with 512 hidden neurons.
Both attention and embedding stages were trained with 0.1 dropout to reduce overfitting. The
PadNet-ViT was trained with NOTA augmentation using mean and uniform padding samples, and
TGR for the loss function. BP-ViT was trained solely with NOTA augmentation.

4.6.1 Benign Accuracy. ViT architectures typically demonstrate that, given sufficient data and
compute, transformers can match or exceed the performance of CNNs on vision tasks, especially
with transfer learning where weights are pretrained on large-scale datasets like ImageNet-21k [10].
Table 7 shows the benign accuracy results for a vanilla ViT (No-Defense ViT), a ViT trained with
transfer learning (No-Defense ViT Transfer), PadNet-ViT, and BP-ViT over 5000 clean test samples.
PadNet-ViT significantly outperforms both vanilla and transfer-learned ViTs on ImageNet-100,
achieving a striking 99.96% benign accuracy compared to 70.86% for No-Defense ViT and 87.72% for
No-Defense Transfer. We believe the improvement is due to PadNet’s strong regularization strategy
and its ability to handle hard or atypical samples. While the NOTA augmentation introduces a
“none-of-the-above” class, it effectively teaches the model to allocate low confidence to ambiguous
or outlier inputs, reducing overfitting and improving generalization. TGR further enhances this
effect by penalizing the model’s sensitivity to directions in the input space associated with worst-
case classification errors, encouraging smoother, more stable decision boundaries. The BP-ViT
variant, which lacks TGR but includes the NOTA class, still performs well (97.42%) by reducing
overconfidence on difficult samples and enforcing a more cautious prediction strategy. However,
PadNet-ViT outperforms BP-ViT because TGR strengthens the model’s ability to generalize across
the entire input space, including edge cases that are often responsible for poor generalization in
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Fig. 16. ImageNet100-ViT: white-box ASR.
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Fig. 17. ImageNet100-ViT: white-box adversarial accuracy.

high-capacity models like ViTs. This combination leads to both improved fit to the training data
and better performance on the clean validation set.

4.6.2 ImageNet-100 Robustness. We evaluated robustness by attacking the ViT models using five
standard attacks: PGD ℓ∞, C&W ℓ2, Auto PGD ℓ∞, Deepfool ℓ∞, and AutoAttack ℓ∞. ASR quantifies
the effectiveness of an attack in causing a model to misclassify an input into an incorrect class,
excluding cases where the model correctly predicts the input as belonging to the NOTA class,
(i.e., ̂𝑦 (𝑥) ≠ 𝑦 ∧ ̂𝑦(𝑥) ≠ 𝑦𝑁𝑂𝑇𝐴). Figure 16 shows ASR vs. increasing perturbation (𝜖 bound or
confidence). We found that PadNet-ViT maintained 0 ASR even while increasing perturbation bound
for all attacks. BP-ViT showed the same behavior except against PGD where the ASR increased to
0.25 when 𝜖 was increased beyond 1.2.

Unlike the other architectures that mainly predicted the NOTA class when encountering adver-
sarial examples, the combination of PadNet with ViT allowed the model to achieve high Adversarial
Accuracy in many cases. Adversarial Accuracy, shown in Figure 17, is a model’s ability to accurately
predict the truth label of an adversarial example. PadNet-ViT and BP-ViT achieved 100% adversarial
accuracy against C&W ℓ2. Similarly, they both scored 100% adversarial accuracy against PGD and
Auto PGD while 𝜖was less than 0.5, and dropped to near 0% as 𝜖 reached 1.9. Conversely, adversarial
accuracy was 0% for both Deepfool and AutoAttack over all perturbation intensities.

4.6.3 PadNet-ViT Insights. The combination of ViT architecture with PadNet training leads to
lower ASR and higher adversarial accuracy compared to other architectures due to the inherent
capacity of ViTs to capture global dependencies and the regularization mechanisms introduced by
PadNet. ViTs, with their self-attention mechanisms, are particularly well-suited to model subtle
patterns across the entire input, which helps to enhance robustness when combined with PadNet’s
NOTA augmentation and TGR. NOTA helps the model learn to reject adversarial or ambiguous
inputs by assigning them to the dedicated NOTA class, which reduces incorrect confident predictions
under attack. TGR adds another layer of defense by penalizing directions in input space where the
model is most sensitive, encouraging smoother, more stable responses to input variations. This
synergy explains why PadNet-ViT achieved 0% ASR across all tested attacks and retained 100%
adversarial accuracy under C&W and low-𝜖 PGD attacks. In contrast, other architectures trained
with PadNet were more prone to predicting NOTA indiscriminately under attack, which, while
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Fig. 18. Adaptive Attacks CIFAR-10: white-box ASR.

lowering adversarial accuracy, still kept ASR low in many cases. The superior performance of
PadNet-ViT reflects both the expressive power of ViTs and the effectiveness of PadNet’s principled
regularization and rejection mechanisms.

4.7 Adaptive Attacks
In recent years, many proposed defenses appear to exhibit robustness when being evaluating
against static or weak attacks. Tramèr et al. [41] show that adaptive attacks, i.e., attacks specifically
designed to target a given defense, cause substantially reduced robustness compared to the original
claims. Therefore, we attack PadNet with three adaptive attacks. Figure 18 shows ASR on the
CIFAR-10 dataset. First, we design an adaptive attack based on the PGD approach, in which a
sample is taken from the 𝑙𝑝-ball of radius 𝜖 centered at 𝑥, followed by adjusting 𝑥 incrementally
by adding the gradient ∇𝑥𝐿(𝐹(𝑥), 𝑦) with step size 𝛼 bounded by 𝜖 at every iteration. Two key
characteristics of PadNet are: (1) the dataset is augmented with padding class examples labeled
as 𝑦𝑝𝑎𝑑, and (2) TGR regularizes the gradient ∇𝑥𝐿(𝐹(𝑥), 𝑦𝑝𝑎𝑑) within the cost function. Therefore,
we create a unique adaptive attack by substituting the gradient used in PGD with ∇𝑥𝐿(𝐹(𝑥), 𝑦𝑝𝑎𝑑).
This causes PGD to move towards the decision boundary as indicated by the padding class, and
potentially through it. For the adaptive PGD attack, ASR for PadNet ranged from .06 to .1 for all 𝜖
values. For the other PadNet variants, ASR ranged from .31 to .37 for 𝜖 = 0.031, and increased to
.41 to .62 as 𝜖 was increased.

Next, Tramèr et al. [40] suggested that decision-based attacks can be used to detect gradient
masking, because the attack does not rely on gradient information to find adversarial examples.
They show that models trained against one 𝑙𝑝-norm learn to mask gradients for attacks in other
𝑙𝑝-norms, giving a false sense of security. To show that PadNet does not exhibit gradient masking,
we attack with a decision-based attack called the Boundary Attack [4]. As shown in Figure 18(b),
ASR for all PadNet variants against the Boundary attack are .02 to .2 for 𝜖 less than .7.

Finally, Athalye et al. [2] recommended another test for detecting gradient masking: applying a
transfer attack in which adversarial examples are generated on a vanilla undefended model and
then evaluated on the defended model. They successfully use this strategy to break models that
rely on gradient masking, or to estimate gradients for non-differentiable models such as stochastic
classifiers. As shown in Figure 18(c), the ASR for a vanilla transfer attack was near 0% for all PadNet
variants while 𝜖 was less than .6 on CIFAR-10.

Based on these findings, we see that: (1) an adaptive attack that attempts to use the padding
class as a signal for where to push through the decision boundary is somewhat effective except for
vanilla PadNet, and (2) PadNet and TGR do not exhibit the weaknesses of approaches based on
gradient masking.

Finally the Backward Pass Differentiable Approximation (BPDA) attack was designed to
overcome defenses that rely on non-differentiable transformations or masked gradients by substi-
tuting these operations with differentiable approximations during backpropagation [2]. However,

ACM Trans. Priv. Sec., Vol. 29, No. 2, Article 17. Publication date: March 2026.



17:22 A. Barton et al.

PadNet does not rely on gradient obfuscation; its gradients are fully differentiable. Moreover, Pad-
Net was explicitly evaluated against the Boundary Attack and the Vanilla Transfer Attack, which
similarly bypass gradient masking and non-differentiability, thereby addressing the same concerns
that BPDA is intended to exploit.

5 Discussion
While PadNet demonstrates strong performance in both clean and adversarial settings, it is important
to recognize the practical limitations and challenges that remain. Despite achieving low ASRs and
high adversarial accuracy in controlled evaluations, real-world deployments may still encounter
unexpected or adaptive adversarial scenarios. In such cases, PadNet’s use of the NOTA class provides
a valuable fallback – flagging uncertain or anomalous inputs rather than forcing potentially incorrect
class predictions. However, this also places a burden on system designers and users to define
appropriate actions when NOTA predictions occur, such as deferring to human review, triggering
additional verification mechanisms, or logging for offline analysis. More broadly, defending against
adversarial examples remains a fundamentally hard problem due to the complexity of modern
models and the high dimensionality of input spaces, which give rise to vast and fragile decision
boundaries. While PadNet makes meaningful progress by encouraging caution and improving
generalization near these boundaries, it cannot fully eliminate the inherent vulnerabilities of deep
learning systems. As such, a layered defense strategy – combining architectural, training, and
procedural safeguards – remains essential for deploying robust AI systems in practice.

5.1 PadNet Limitations
While PadNet, along with its components NOTA augmentation and TGR, offers strong performance
and rejection capabilities, it also introduces several limitations. First, incorporating a NOTA class
requires careful calibration of decision thresholds and sufficient coverage of outlier or ambigu-
ous inputs during training; otherwise, the model may over-rely on NOTA and underperform on
challenging in-distribution examples. This can lead to over-rejection, especially in settings with dis-
tribution shift or underrepresented subclasses. Additionally, TGR increases training complexity and
computational cost, as it involves computing targeted adversarial gradients and incorporating them
into the loss function. This gradient-based regularization may also limit scalability to very large
datasets or real-time applications. Moreover, PadNet’s effectiveness can be architecture-dependent:
while ViTs benefit from its structure, other models may show degraded clean accuracy or unstable
NOTA predictions when subjected to adversarial noise. Finally, designing a balanced and represen-
tative NOTA training set is nontrivial, as overly aggressive or unrepresentative augmentations can
inadvertently shift the model’s focus away from fine-grained distinctions between valid classes.

5.2 Computational Overhead
The computational overhead of PadNet arises primarily from the BP and TGR components. In
BP, the training dataset is effectively tripled since, for each input, one mean-padding sample
and one uniform-padding sample are generated dynamically and included in the training batch.
This increases both memory usage and per-epoch training time in proportion to the augmented
batch size. With BP-PGD, the cost is higher because an additional adversarial example counterpart
generated via PGD is included, effectively quadrupling the dataset and requiring additional forward–
backward passes for adversarial sample generation. Beyond data augmentation, TGR introduces
further overhead by adding a gradient-based regularization term to the loss function, which requires
computing an adversarial direction toward the padding class and the associated ℓ2-norm penalty.
While these additions increase training time relative to standard baselines, the costs are fixed; every
sample contributes a bounded number of augmented counterparts, and they occur only during
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training. Importantly, PadNet introduces no additional overhead during inference or deployment,
as all augmentations and gradient penalties are used exclusively in the training stage.

5.3 When PadNet is Attacked
Given the approach that BP and PadNet represent, i.e., introducing a padding or “none-of-the-above”
class, it is further significant to consider how or whether the presence of such controls may alter the
behavior of the defended systems. In other defenses, attacks go unnoticed as silent errors because
the models attempt to classify any input as a known class. In PadNet, adversarial examples are
classified as the padding class when the defense is successful. Therefore, it is important to consider
what is to be done with an input when it is found to be in the padding class. This may be very useful
in human–machine teaming as the operator will have some indication that the system is being
attacked, and thus may take the necessary response actions. In other challenging environments,
the models may experience a shift in distribution. For example, some model might be trained in an
environment that consists of good weather. If there is a shift in weather, an undefended model may
experience errors while a PadNet model should produce padding class predictions which may serve
as warnings to an operator. Again context is key in determining the right default course of action.
What is “safe” or “conservative” in one context may not be sufficient or even appropriate in another.

5.4 Generalizing Across Data Sparse Regions
Complex datasets have a vast sample space in which the data points within the dataset only occupy
a tiny fraction. In other words, the ratio of feature space to sample space is very small. For example,
the MNIST dataset contains 60,000 28x28 pixel images existing in a feature space of 784 dimensions.
Thus, the sample space Ω is 256784. Moreover, the data sparse regions in between and around class
distributions is also very large. It is not our goal to fully occupy all data sparse regions with barrier
class samples as this would be NP complete. Instead, we augment the training set by a factor of 3
and rely on the neural network to generalize across the remaining data sparse regions to produce
padding class predictions.

6 Conclusion
We have presented PadNet, a defense against adversarial examples based on building a barrier using
a combination of training samples that mix multiple classes together. PadNet uses the barrier to
separate decision boundaries between benign classes with regions of padding, and then implements
a gradient regularization strategy that penalizes gradients in the direction of the padding, causing
the decision boundary to draw tighter around training samples and introducing a thicker boundaries
between classes.We evaluate PadNet against a sampling of the most effective state-of-the-art attacks,
demonstrating that it offers strong robustness compared to the defenses that were tested in the
evaluation.
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