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Abstract

Deepfake detection is the ideal attacker use case for adver-
sarial examples: digital data that is meant to fool both hu-
mans and detection algorithms alike. Adversarial robustness
studies, however, are limited and fragmented across isolated
attacks, detector families and defenses. In this SoK, we sys-
tematize adversarial robustness in deepfake detection through
a cost-aware evaluation framework. We evaluate 12 detec-
tors across four architectural families — Naive CNNs, Spatial,
Frequency and Video — under a tiered threat model spanning
zero-query transferability, low-query black-box attacks, high-
query attacks and adaptive white-box attacks. To compare
these regimes, we introduce the Practical Robustness Fron-
tier (PRF), which measures attack success as a function of
query budget and use thresholds to quantify when detectors
become operationally vulnerable.

Our analysis reveals several architecture-dependent fail-
ure modes. Zero-query transfer is strong enough to threaten
closed-API deployment, showing that opacity and rate limits
alone are insufficient. Under low-query attacks, frequency-
aware detectors break earliest, suggesting that explicit spectral
cues can become efficient attack surfaces. In contrast, tem-
porally coupled video architectures tend to exhibit greater
robustness. We further evaluate adversarial training, boundary
shaping and generative purification defenses, showing that
none of these provide robustness given moderate query bud-
gets. Overall, our findings argue that future deepfake robust-
ness evaluations should move beyond single-scalar metrics
and report cost-aware attack frontiers under realistic deploy-
ment constraints.

1 Introduction

The democratization of generative Al has catalyzed an arms
race in media forensics. Due to increasing realism and ac-
cess, deepfakes are becoming widely used and highly effec-
tive for social engineering, biometric fraud and creation of
non-consensual synthetic media [2,28,62]. In response, the

security community has developed many deepfake detection
methods utilizing diverse spatial, spectral and spatiotemporal
information [11,33,76].

Despite significant architectural advancements, the evalua-
tion of deepfake detectors remains misaligned with real-world
security threats. Recent, comprehensive Systematization of
Knowledge (SoK) efforts [11,35] have extensively mapped
the generalization gap, evaluating how detectors degrade
when exposed to novel, out-of-distribution generation tools
(e.g., training on FaceSwap videos and testing on Diffusion-
based fakes). Even if a detector is robust to new types of
deepfakes, however, it can still be vulnerable to adversar-
ial examples. In fact, deepfake detection is one of the most
realistic applications for adversarial examples: digital-only,
high-dimensional data, where misclassification can lead to
massive benefits to the attacker, such as facilitating social
engineering and fraud.

Prior work has shown that deepfake detectors are vulnera-
ble to adversarial examples [25, 33, 64]. However, they leave
a critical question open: how much access is required to make
evasion practical? A detector that fails under a strong white-
box attack, such as AutoAttack [16] at € = 8/255, and a de-
tector that fails after a few black-box queries present differ-
ent operational risks [26, 60, 66]. Against deployed detection
systems, adversaries will likely face defenses seeking to pre-
vent attackers from using the detector as an oracle to help
create videos that bypass it. These may include hiding clas-
sifier outputs other than real/fake binary labels, rate limits
on using the detector and monitoring of unusual query pat-
terns [3,26]. Even unprotected systems would use rate limits
to keep costs constrained or charge users per query. These
constraints make the accessibility of a vulnerability central:
two detectors may have similar white-box failure rates, yet
one may approach that failure ceiling after tens of black-box
queries while another may require thousands. Robustness
evaluation thus should not only test whether a vulnerabil-
ity exists but also how much feedback and interaction are
required to exploit it.

To bridge this gap between benchmark robustness and op-



erational security, we introduce the Practical Robustness
Frontier (PRF). The PRF maps Attack Success Rate (ASR)
as a function of the adversary’s query budget, allowing robust-
ness to be evaluated in terms of attacker access to feedback
rather than a single success rate. We summarize the PRF using
three classes of diagnostics:

1. Zero-Query Transfer: The ASR achieved by adversar-
ial examples crafted on a surrogate model and evaluated
on the target without any target queries. This measures
whether closed-API restrictions can be bypassed.

2. Early-Break Thresholds: The query budgets at which
ASR first reaches Leakage (5%), Practical Break (20%)
and Catastrophic Break (50%), capturing when evasion
becomes measurable, operationally significant, or severe.

3. High-Query Convergence (Qys): The query budget
required for a black-box attacker to reach 95% of
the model’s white-box failure ceiling, measuring how
quickly black-box attacks approach the strongest mea-
sured white-box vulnerability.

Research Questions (RQs). This SoK pivots the scientific
focus from the binary question of “Can this detector be bro-
ken?” to the operational question of “How efficiently can it
be broken and how do we maximize that cost?” We highlight
that cost here means the ability to bypass rate-limits and other
defenses rather than just effort or time. We systematically
evaluate the practical robustness of deepfake detection guided
by three core research questions:

* RQ1: How do different detector architectures shape ad-
versarial vulnerability across zero-query, low-query and
high-query threat models?

¢ RQ2: What does a cost-aware evaluation reveal that is
hidden by single-point attack success rates?

* RQ3: How do representative defenses shift the Practical
Robustness Frontier under query-bounded attacks?

Contributions. To address these questions, we make the
following contributions:

1. A systematized evaluation landscape for adversarial
deepfake detection. We organize the evaluation space
around 12 detectors, four types of attack and eight rep-
resentative defenses. The detector suite spans four ar-
chitectural families — Naive CNN, Spatial, Frequency
and Video — while the attack regimes cover zero-query
transfer, low-query black-box attacks, high-query conver-
gence and white-box reference attacks. The defense suite
covers adversarial training, boundary shaping and gen-
erative purification. This systematization enables con-
trolled comparison across detector designs, attacker ac-
cess levels and defense mechanisms.

2. Practical Robustness Frontier (PRF). We introduce a
cost-aware robustness framework that reports attack suc-
cess as a function of query budget. We define early-break
thresholds for low-query attacks and use Qg5 to measure
how quickly black-box attacks approach a white-box
reference.

3. Cost-aware vulnerability findings across detector
types. Our evaluation shows that zero-query transfer
attacks already threaten closed-API detectors, frequency-
aware models expose efficient low-query attack direc-
tions and video architectures slow black-box conver-
gence more effectively than frame-level detectors.

4. Defenses tested under operational constraints. We
show that all tested defenses — adversarial training,
boundary shaping and purification — fail to hold up
against black-box attacks with modest query budgets,
in most cases taking robust AUC to worse than random
guessing within 1,500 queries. This puts the onus on sys-
tems to prevent adversarial queries as much as possible
instead of relying on such defenses.

2 Background and Related Work

2.1 Deepfake Generation and Artifacts

Deepfake generation methods differ in the artifacts they tend
to leave and these artifacts have shaped the design of foren-
sic detectors [70,74]. Early autoencoders such as DeepFace-
Lab [53] often require alignment, warping, blending and post-
processing steps that can introduce spatial boundary artifacts
and temporal flicker [37]. GAN-based synthesis improved
photorealism, but common generator and upsampling archi-
tectures have been shown to leave spectral fingerprints and
frequency-domain irregularities [19, 20, 30]. Diffusion and
latent-diffusion models avoid some GAN-specific upsampling
artifacts, but may introduce other detectable traces, including
reconstruction-error cues exploited by DIRE [57,78]. More
broadly, synthetic media may exhibit geometric, semantic, or
temporal inconsistencies when the generation pipeline does
not explicitly enforce those constraints [23, 50, 52]. These
shifting artifacts motivate our analysis of how detector induc-
tive biases affect adversarial robustness across attacks.

2.2 Deepfake Detection

Deepfake detectors differ in the forensic evidence they are
designed, or trained, to exploit. Some detectors learn frame-
level RGB cues from manipulated images [59, 68], while
others encode stronger priors about spatial artifacts such as
blending, warping, or texture inconsistencies [38], or about
spectral traces left by synthesis pipelines [43,55]. Prior work
has shown that detectors can achieve strong in-distribution



accuracy while relying on non-causal shortcuts tied to gener-
ator, compression, identity, or acquisition artifacts, limiting
cross-dataset generalization [69,79].

For adversarial robustness, these forensic cues matter be-
cause they also shape the attacker’s optimization problem.
Explicit priors can improve detection when the expected ar-
tifact is present, but they can also create predictable attack
surfaces when the attack basis aligns with the detector’s cue
space. Conversely, detectors that aggregate evidence across
time may impose additional constraints on adversarial pertur-
bations by requiring a sequence-level decision to be fooled.
Section 3.1 formalizes this intuition into the detector taxon-
omy used throughout our PRF evaluation.

2.3 Adversarial Attacks on Vision Models

Adversarial examples are inputs modified by a small pertur-
bation J, often constrained by ||8||, < €, to change a model’s
prediction while preserving perceptual similarity [22, 44, 67].
Attacks are commonly distinguished by the adversary’s ac-
cess to the target model. In white-box attacks, the adversary
has access to model parameters and gradients, enabling di-
rect gradient-based optimization [9,44]. In black-box attacks,
the adversary relies on queries, which may return confidence
scores, logits, or only hard labels [12,24,26]. Transfer attacks
are an even lower-interaction case, where adversarial exam-
ples are crafted on a surrogate model and evaluated on the
target without target queries [42,51,72].

2.4 Adversarial Defenses

Adversarial defenses generally try to either harden the clas-
sifier, reshape the decision space, or transform inputs be-
fore classification. Adversarial training hardens the classi-
fier by training on adversarially perturbed examples, but of-
ten introduces a trade-off between clean and robust perfor-
mance [44,73]. Other defenses modify the decision geometry
by adding auxiliary regions or labels that make boundary
crossing more difficult [6,36,65], while purification defenses
preprocess inputs to remove adversarial perturbations before
classification [49,61, 63, 65].

These approaches raise different evaluation challenges.
Training-based defenses should be assessed not only by ag-
gregate robust accuracy, but also by false accepts, clean utility
and query-bounded robustness. Transformation-based and
stochastic defenses require adaptive evaluation, since appar-
ent robustness can result from gradient obfuscation rather than
genuine resistance [4,8,71]. Section 6 evaluates representative
defenses from each family under the PRF framework.

2.5 Related SoK and Survey Works

Prior surveys and benchmarks have made substantial progress
in organizing the deepfake detection literature, but their

primary focus has been generalization rather than adver-
sarial robustness. Foundational surveys catalog manipula-
tion techniques, datasets and forensic countermeasures [29,
45,70]. More recent benchmarking efforts evaluate detec-
tor performance across datasets, manipulation methods and
deployment-relevant base-rate assumptions [34, 35]. These
works are complementary to ours: they clarify how detectors
behave under distribution shift and realistic prevalence, but
they do not address adversarial evasion.

A smaller body of work directly studies adversarial attacks
on deepfake detectors, including white-box, black-box and
transfer attacks [21,25,75]. These studies establish that de-
tector vulnerabilities are not merely hypothetical: adversarial
examples can transfer across detectors and black-box attacks
can reduce detector performance. However, they generally
report attack success under a fixed setting, rather than mea-
suring how success changes with attacker access and query
budget. As a result, they do not show how quickly differ-
ent detector families fail, how much querying is needed to
approach worst-case failure, or whether defenses remain ef-
fective against adaptive attacks.

Our SoK addresses this gap by evaluating adversarial ro-
bustness as a costed frontier rather than a single attack success
rate. We systematize 12 detector architectures across four fam-
ilies and evaluate attacks and defenses under a tiered threat
model. This framing allows us to compare not only whether
detectors and defenses fail, but how much attacker interaction
is required to make them fail.

3 Systematization of Deepfake Detectors

To evaluate adversarial robustness across detector designs,
we first define a controlled suite of target models. We aim
to select models that represent distinct forensic assumptions
while remaining reproducible under a common training and
evaluation pipeline. This section describes the taxonomy and
selection criteria used to construct that suite.

Our scope is visual face-forgery detection rather than
synthetic-media detection in full generality. We use this set-
ting because it offers established datasets, reproducible detec-
tor implementations and a diverse set of architectural fami-
lies that can be evaluated under a common adversarial proto-
col. This scope is also important in practice: face-swap and
face-forgery attacks are prominent in remote identity verifi-
cation and online abuse, including biometric fraud and non-
consensual synthetic media [2,28]. Future work should extend
PRF-style evaluation to newer diffusion- and transformer-
based generators, long-form video synthesis and multimodal
audio-visual forgeries.

3.1 A Bias-Diverse Detector Suite

Comprehensive frameworks such as DeepfakeBench [80] help
standardize deepfake detection evaluation, but using many



Table 1: Taxonomy of Target Detection Architectures. We group 12 selected detectors into four bias-diverse families used
throughout our PRF evaluation. FF++ AUC reports clean performance of our implementations on the FaceForensics++ test split
under the implementation and training protocol described in Section 4.

Focus of . FF++
Methodology Detector Name Venue Year Key Techniques Clean AUC
Naive Xception [59] ICCV 2019 Depthwise separable CNN without explicit forensic preprocessing 0.976
CNNs EfficientNet-B4 [68] ICML 2019 Compound-scaled CNN for efficient frame-level classification 0.970
Meso4Inception [1] WIFS 2018 Compact shallow CNN with multi-scale Inception modules 0.786
Spatial FWA [38] CVPRW 2019 Detection of affine face warping and blending artifacts 0.939
DI; tectors IID [40] ECCV 2022 Disentanglement of identity-related features and manipulation cues 0.916
CLIP [56] ICML 2021 Vision-language pretrained representation learning 0.839
Frequenc F3Net [55] ECCV 2020 Learnable frequency decomposition and local frequency statistics 0.978
De tgc torsy SPSL [41] CVPR 2021 Spatial-phase analysis of generative upsampling artifacts 0.929
SRM [43] CVPR 2021 High-frequency residual filters inspired by steganalysis 0.965
Video I3D [10] CVPR 2017 3D convolutional aggregation over temporal volumes 0.968
Detectors TimeSformer [7] ICML 2021 Divided space-time attention over video clips 0.969
XCLIP [47] ECCV 2022 Video-language model with cross-frame communication 0.959

closely related detectors can obscure the relationship between
detector design and adversarial behavior. We therefore pri-
oritize bias diversity: each selected model should represent
a distinct assumption about where manipulation evidence
appears and how that evidence is aggregated.

We organize the detector suite into four families: Naive
CNNs, Spatial, Frequency and Video detectors. This does
not imply that all models within a family are highly similar or
that the families are perfectly independent. Rather, they pro-
vide a systematization axis for asking how forensic inductive
biases shape transferability, query efficiency and the Practical
Robustness Frontier (PRF).

As summarized in Table 1, we select 12 models using three
criteria: (i) bias diversity: the suite should cover all families;
(ii) reproducibility: each model must have an available imple-
mentation or a sufficiently specified architecture that can be
integrated into our evaluation pipeline; (iii) meaningful clean
performance: each model must perform well on FaceForen-
sics++ [59], so that adversarial degradation is interpretable.
We use a few historically important or architecturally dis-
tinctive baselines with lower clean AUC, because they help
separate architectural effects from raw clean accuracy. Details
on the detector models are given in Appendix A.

3.2 The Cost-Constrained Threat Model

White-box attacks are useful for estimating a strong empirical
vulnerability reference, but they are insufficient for charac-
terizing deployed deepfake detection systems. In operational
settings, detectors may be exposed through APIs that impose
monetary costs, rate limits, hard-label outputs, or query mon-
itoring [13,26]. We therefore organize the adversarial land-
scape by the attacker’s query budget and access to feedback.

3.2.1 Zero-Query (Gray-Box) Transferability

In the zero-query setting, the adversary has no interaction
with the target detector during attack construction. Instead,
the adversary crafts perturbations offline against a surrogate
model and submits the resulting examples to the target once.
This setting captures transfer-based evasion, where adversar-
ial examples generated for one model can remain effective
against another [42]. In our SoK, zero-query transfer is di-
agnostic: successful transfer suggests that the surrogate and
target rely on overlapping non-robust features or related induc-
tive biases [27], while weaker transfer suggests less alignment
between the surrogate attack and the target decision rule. We
instantiate this tier using strong white-box attacks on the sur-
rogate, including AutoAttack [16] and C&W [9] and evaluate
the transferred examples on the target.

3.2.2 Low-Query Black-Box (1-1,000 Queries)

The low-query setting models an attacker who can interact
with the target detector but must remain within a limited query
budget. We use this tier as the primary deployment-relevant
regime because repeated queries may by subject to rate limits
and detection by stateful monitoring systems [13,26]. We
evaluate two feedback models, choosing attacks that match
the feedback available to the adversary:

* Score-Based (SimBA-DCT): When the API exposes
continuous scores or logits, the adversary can use score
changes to guide the search. We use SimBA [24] be-
cause it is a simple, query-efficient score-based attack
and we use its low-frequency Discrete Cosine Trans-
form (DCT) basis to test whether structured frequency
directions provide especially efficient evasion against
face-forgery detectors.



* Decision-Based (HSJ): When the API exposes only a
hard real/fake label, the adversary must estimate the deci-
sion boundary from labels alone. We use HopSkipJump
(HSJ) [12] because it is a standard hard-label boundary-
estimation attack and evaluate both ¢, and /.., variants
to measure how norm constraints affect query efficiency
under hard-label feedback.

3.2.3 High-Query Convergence (1,000-25,000 Queries)

The high-query setting serves as a diagnostic stress test rather
than a model of ordinary production API access. It asks
whether low-query robustness persists when the attacker is
allowed many more boundary-estimation queries. This ap-
proximates an offline or weakly monitored oracle, a local
replica, or a service without effective query controls. We use
HSJ-£.. because it preserves the hard-label feedback assump-
tion while providing a strong high-budget black-box attack.
In the PRF analysis, this setting measures how quickly black-
box attacks approach the white-box reference using the Qys
convergence metric.

3.2.4 White-Box and Adaptive Threat Models

Finally, we evaluate a white-box adversary with access to
the detector architecture and gradients. This tier provides an
empirical reference ceiling, denoted ASRwg, against which
black-box convergence can be compared. For undefended
models, we use the parameter-free AutoAttack ensemble [16]
as the primary white-box evaluator because it reduces de-
pendence on attack-specific hyperparameter tuning. For de-
fenses that introduce stochasticity, input transformations, or
non-differentiable components, standard gradients may yield
misleading robustness estimates. We therefore use EOT [5]
and BPDA [4], following established guidance on adaptive
defense evaluation [71].

3.3 Evaluation Metrics

Static metrics such as clean AUC or white-box ASR summa-
rize only one point in the security landscape. They do not
show how attack success changes as the adversary receives
more feedback or a larger query budget. We therefore intro-
duce the Practical Robustness Frontier (PRF), a cost-aware
curve that maps attack success to attacker effort.

For a detector fy, attack algorithm A and maximum query
budget Q, let A(x;, fy, Q) denote the adversarial example re-
turned for input x; after at most Q target queries. The black-
box attack success rate at budget Q is

1
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The PRF plots ASRpp (Q) against log;(Q). A steep curve in-
dicates that additional queries rapidly increase attack success,

while a flatter curve indicates lower marginal returns from
additional probing.

We summarize attacker effort using three diagnostics. First,
zero-query transfer measures ASR and AUC degradation for
adversarial examples crafted on a surrogate and evaluated
on the target without target queries. This corresponds to the
no-interaction endpoint of the threat model.

Second, we report early-break thresholds:

- =min{Q € N | ASRgp(Q) > 1},

for © € {0.05,0.20,0.50}. We refer to these thresholds as
Leakage (5% ASR), Practical Break (20% ASR) and Catas-
trophic Break (50% ASR), respectively. These thresholds
measure the query budget at which evasion first becomes
measurable, operationally significant, or severe.

Third, we define Qg5 to measure convergence toward the
white-box reference:

Qg5 = mln{Q eN |ASRBB(Q) >0.95 XASRWB} .

Here, ASRwg denotes the strongest white-box success rate
measured under the same perturbation constraints. Thus, Qgs
is the query budget required for black-box attacks to reach
95% of the measured white-box failure ceiling. If the thresh-
old is not reached within the maximum query budget, we
report the metric as right-censored, e.g., Qo5 > Omax-

4 Evaluation Protocol

This section summarizes the training, inference, dataset and
attack protocols used to construct the Practical Robustness
Frontier (PRF). Our goal is to make the evaluation pipeline
reproducible and to reduce confounding from inconsistent
preprocessing, model weights, or attack configurations. Ap-
pendix B describes the DeepfakeBench—ART integration, Ap-
pendix C details the dataset infrastructure and frame counts
and Appendix D reports the full attack hyperparameters.

4.1 Training

We build our evaluation pipeline on DeepfakeBench [80],
which provides standardized data loading, preprocessing, de-
tector implementations and evaluation utilities for deepfake
detection. Because public pre-trained weights can differ in
preprocessing assumptions, training schedules and checkpoint
quality, we retrain or fine-tune the selected detectors under a
common protocol rather. Models are initialized either from
scratch or from standard ImageNet/video pre-training when
used by the corresponding architecture and are trained on
FaceForensics++ (FF++) [59]. The resulting clean AUCs are
reported in Table 1.



4.2 Inference

Evaluating heterogeneous detectors under the same adversar-
ial protocol requires bridging the media-forensics pipeline
with adversarial-optimization tooling. We therefore integrate
DeepfakeBench with the Adversarial Robustness Toolbox
(ART) [48], using a unified wrapper (Appendix B) for model
inference, loss computation and attack execution.

The input format depends on the detector family. Frame-
level detectors — including Naive CNNs, Spatial detectors
and Frequency detectors — process RGB tensors of shape
(3,256,256). For video-level scoring, we aggregate frame-
level outputs using a consistent protocol. Spatiotemporal
video detectors — I3D, TimeSformer and XCLIP — process
continuous clips of shape (7,3,256,256), where T is the tem-
poral window length. For these models, adversarial perturba-
tions are optimized over the full clip tensor so that the attack
objective matches the model’s sequence-level inference path.

To map the PRF, we use the query-budget tiers defined
in Section 3.2. White-box attacks are constrained by an /.
perturbation bound of € = 8/255 unless otherwise specified.
Low-query black-box evaluations are capped at Qpax = 1,000
target queries per sample, while high-query convergence ex-
periments extend to Qmax = 25,000 for estimating conver-
gence toward the white-box reference. For SimBA-DCT, we
use € = 0.02 and freq _dim = 16. Because measured PRFs
depend on attack parameterization, we report the attack ba-
sis, norm constraint, perturbation bound and query budget for
each experiment in Appendix D. Where relevant, we include
paired checks, such as SimBA-DCT versus SimBA-Pixel and
HSJ-£., versus HSJ-/,, to verify that our conclusions are not
artifacts of a single attack mode.

5 Vulnerability Analysis

5.1 Zero-Query Transferability

Zero-query transferability is the lowest-interaction black-box
threat that detectors must confront. The attacker does not
query the target detector f; during attack construction, but is
assumed to know the task domain and data distribution well
enough to train or select a local surrogate f;. The attacker
then crafts adversarial examples offline against f; and deploys
them blindly against f;. This captures deployments where
target feedback is unavailable, aggressively rate-limited, or
monitored by intrusion-detection systems. Because adversar-
ial examples often transfer across models, such attacks can
enable black-box evasion without target gradients or itera-
tive target access [51,72]. In this setting, high transferability
undermines the security assumptions behind closed-API de-
ployment by shifting the cost of optimization offline.

We evaluate all 12 x 12 source—target permutations across
our model suite, including source=target cases as calibra-
tion points. For each surrogate, we craft adversarial exam-
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Figure 1: Within-family zero-query transfer ASR by detec-
tor family and surrogate attack. Bars report median ASR
for attacks crafted on surrogates from the same architectural
family as the target, excluding source=target calibration cases.
CW-/,, yields the strongest transfer overall.

ples using AutoAttack [16], CW-{., and CW-{; [9]. These
provide complementary baselines: AutoAttack represents
strong parameter-free optimization, while the CW variants
test whether margin-based optimization yields more transfer-
able examples. Hyperparameters are detailed in Appendix D.

Table 2 reports Attack Success Rate (ASR) and AUC after
transfer, aggregated across the four detector families. This
family-level view identifies which architectural paradigms
share transferable adversarial features.

Finding V1: Zero-query transfer is strong enough to
threaten closed-API detectors. Table 2 and Figure | show
that attacks frequently transfer at high ASR even when the
attacker never queries the target detector. CW-/., reaches at
least 39% ASR for every family-level source—target pair and
Catastrophic Break (50% or more) on all family-level Naive,
Spatial and Frequency targets except for Naive—Frequency.
Zero-query transfer is thus a significant threat: when attackers
can train or select surrogates from the same data distribution,
closed APIs cannot rely on opacity or rate limits alone.

Finding V2: Transferability is attack-dependent. Across
family-level transfers, CW-/., is generally the most transfer-
able attack, consistent with the view that /., perturbations
can distribute small changes across many input dimensions
and activate shared non-robust features [27]. However, trans-
ferability does not simply follow white-box attack strength.
CW-/; often outperforms AutoAttack in cross-family settings,
such as Naive—Video, where CW-/, reaches 35.0% ASR
compared with 19.4% for AutoAttack. Zero-query evaluation
should therefore include multiple surrogate attacks rather than
a single white-box baseline.

Finding V3: Temporal aggregation disrupts (some) trans-
fer. Video targets are generally harder to compromise from
spatial or frequency surrogates than frame-level families. For
example, Spatial—+Video and Frequency— Video reach 39.0%



Table 2: Family-Aggregated Zero-Query Transferability Matrix. Rows denote the surrogate family; columns denote the target
family. Each cell reports median ASR (%) / median AUC for AutoAttack, CW-/., and CW-{,. Aggregations exclude identical

source-target model pairs (no diagonal self-transfer).

Surrogate —  Attack Target Family (Median ASR % / Median AUC)

Target Family Algorithm Naive CNNs Spatial Detectors Frequency Detectors Video Detectors
AutoAttack  77.9/0.270 41.8/70.541 29.5/0.434 19.4/0.378

Naive CW-£., 89.5/0.153 54.0/0.479 39.0/0.624 44.0/0.598
CW-{, 69.0/0.342 44.0/0.616 31.0/0.705 35.0/0.676
AutoAttack  80.0/0.276 38.7/0.584 24.7/0.476 16.0/0.461

Spatial CW-/,, 95.0/0.102 64.0/0.420 72.0/0.365 39.0/0.628
CW-{, 75.0/0.288 54.5/0.512 54.0/0.516 33.0/0.692
AutoAttack  82.4/0.257 40.5/70.569 58.3/0.598 18.0/0.438

Frequency CW-/,, 96.0/0.081 57.0/0.454 84.0/0.226 41.0/0.612
CW-{, 64.0/0.382 45.0/0.608 80.0/0.227 36.0/0.670
AutoAttack  63.6/0.388 35.0/0.576 24.3/0.490 16.7/0.571

Video CW-/,, 99.0/0.048 68.0/0.392 63.0/0.412 45.5/0.578
CW-{, 82.0/0.228 56.0/0.494 49.0/0.558 38.5/0.643

Table 3: Low-query failure thresholds under SimBA-DCT. We report: query ranges (min—max across models within each
family) to reach ASR>5% (leak), ASR>20% (practical break) and ASR>50% (catastrophic), plus family-median ASR and
AUC-drop at representative budgets. Note: for Spatial and Video families, ASR> 50% is reached only by a subset of models at
1k (I3D and XCLIP, respectively); other models remain below 50% within the sweep range.

Family q(ASR>5%) q(ASR>20%) q(ASR>50%) Med. ASR@500 Med. ASR@1000 Med. AUC-drop@1000 (pp)
Naive 100-250 500 1000 0.21 0.58 38.6
Spatial 250 750 > 1000 0.15 0.45 28.1
Frequency 50 250-500 750-1000 0.37 0.68 47.8
Video 250-500 750-1000 > 1000 0.10 0.21 10.1

and 41.0% ASR under CW-/.., respectively, lower than most
Spatial/Frequency target combinations. This suggests that
temporal aggregation can disrupt perturbations optimized for
static spatial or spectral cues. However, given that many com-
binations with a video target are near or even above 40% ASR,
the threat of transfer attacks against video models remains
significant.

@ Remark 1

Our results show that zero-query transferability is a prac-
tical threat: transfer attacks frequently reach high ASR
across detector families.

5.2 Low-Query Attacks (1-1,000 Queries)

Most black-box robustness evaluations assume that attackers
can make thousands of queries to the model, but attacks on
deployed detectors are usually constrained by API rate lim-
its, query costs and monitoring. The low-query regime tests
whether detectors fail within the interaction budget most rele-

vant to constrained APIs. We use the early-break thresholds
defined in Section 3.3: Leakage (ASR> 5%), Practical Break
(ASR> 20%) and Catastrophic Break (ASR> 50%).

We evaluate this regime using SimBA-DCT, which is es-
pecially relevant for detectors that rely on spatial or spectral
regularities. To confirm our choice of the DCT variant, we
compare SimBA-DCT with pixel-space SimBA at the same
query budget and find that the DCT basis yields higher ASR
for most evaluated models. We report ASR and AUC degra-
dation at fixed query milestones up to 1,000 queries. Table 3
and Figure 2 summarize the family-level breakpoints, with
per-model trajectories reported in Appendix F.

Finding V4: Frequency-aware detectors break earli-
est under low-query DCT attacks. The Frequency family
(F3Net/SPSL/SRM) reaches Leakage at roughly 50 queries
and Catastrophic Break between 750 and 1,000 queries. This
is the steepest early PRF among the four families. The re-
sult suggests that frequency-aware detectors can expose low-
dimensional attack directions: the same spectral regularities
that help distinguish real from fake media can also make
low-frequency black-box search unusually query-efficient.



Table 4: High-Query Practical Robustness by Architectural Family (HSJ-/., Only). Results reflect the asymptotic HSJ-/.,
High Budget setting (25k queries). The table reports the median Attack Success Rate (ASR), median attacked-set AUC and the
asymptotic Qg5 convergence limit. Ranges denote the interquartile span (25th—75th percentile) across models within each family.

Attack Configuration (by Target Family) HSJ-/.. ASR HSJ-/.. AUC Q95 (Queries)
HSJ-/.. (High Budget: 25k)
< Naive CNNs 0.82 (0.80-0.82) 0.262 (0.258-0.270) 6,812 (5,934-7,430)
— Spatial Detectors 0.72 (0.67-0.73)  0.317 (0.310-0.319) 10,629 (10,447-13,239)
— Frequency Detectors 0.77 (0.77-0.79)  0.287 (0.281-0.291) 13,452 (12,611-14,430)
< Video Detectors 0.54 (0.53-0.55) 0.440 (0.433-0.447) 23,148 (22,901-23,395)
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Figure 2: Low-query Practical Robustness Frontier under
SimBA-DCT (e = 0.02, freq_dim=16). Curves show family-
median ASR versus query budget with interquartile bands;
dashed lines mark Leakage, Practical Break and Catastrophic
Break thresholds. Frequency-aware detectors break earliest,
while Video models remain lowest overall.

Finding V5: Temporal aggregation delays low-query eva-
sion. Video models exhibit the lowest family-median ASR
through the 10-1,000 query range and remain below the Prac-
tical Break threshold for much of the sweep. This supports the
hypothesis that temporal aggregation makes query-efficient
evasion harder by requiring perturbations to remain effective
across a sequence of frames.The wide Video-family variance
in Figure 2 is driven by XCLIP, which behaves more like a
frame-level model under SimBA-DCT. Thus, low-query ro-
bustness depends on the strength of temporal coupling, not
merely on whether the detector consumes video.

@ Remark 2

Low-query evaluation reveals failures that clean AUC
and high-budget attack ceilings hide, such as the higher
risks of frequency-based detectors.

5.3 High-Query Convergence

While the low-query regime captures immediate operational
risk, high-query convergence measures how quickly a black-
box attacker approaches a detector’s white-box failure ceiling.
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Figure 3: High-Query Robustness Frontier under HSJ-/...
Family-median ASR versus query budget up to 25,000 queries
with interquartile bands. Video models exhibit the slowest
convergence toward their white-box failure ceiling, yielding
the largest Q95.

We quantify this using Qogs: the minimum query budget re-
quired to reach 95% of the model’s white-box ASR.

We estimate this frontier using HSJ-/., with a maximum
budget of 25,000 queries. We use HSJ-/., as the primary
high-query stress test because it preserves the hard-label feed-
back assumption while producing higher ASR than HSJ-/, in
paired comparisons at the same budget. Table 4 and Figures 3-
4 show a clear separation between frame-based processing
and temporally coupled video architectures, with the HSJ-¢;
comparison reported in Figure 7 in the Appendix.

Finding V7: Temporal architectures impose the largest
high-query convergence penalty. Family-median PRF curves
show that temporal models degrade much more slowly under
HSJ-4. than frame-based detectors. Naive CNNs reach high
ASR quickly, with a median Q95 of 6,812 queries. By contrast,
Video models require a median of 23,148 queries to reach
Q95. This corresponds to roughly 3.4x the query cost of
Naive CNNs, 2.2 that of Spatial detectors and 1.7 x that of
Frequency detectors. While temporal aggregation does not
prevent eventual evasion, it substantially increases the query
cost required for a black-box attacker.

Finding V8: Similar white-box ceilings can mask very dif-
ferent high-query convergence. Figure 4 compares XCLIP,
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Figure 4: XCLIP anomaly under HSJ-{.. XCLIP,
EfficientNet-B4 and TimeSformer have similar white-box
failure ceilings, but their PRF curves diverge sharply: XCLIP
tracks the Naive CNN, while TimeSformer shows greater re-
silience.

EfficientNet-B4 and TimeSformer under HSJ-/.,. All three
models approach near-total failure under white-box attacks,
but their black-box convergence differs sharply: XCLIP tracks
the Naive CNN baseline, while TimeSformer preserves a
much flatter PRF over the same query range. This shows
that white-box ASR alone obscures the query cost required
to realize a detector’s vulnerability. It also shows the limi-
tation of treating all video or multimodal detectors as struc-
turally equivalent. Although XCLIP processes video and uses
a foundation-style vision-language representation, its con-
vergence behavior suggests that cross-frame multimodal ag-
gregation is not enough; robustness depends on whether the
architecture tightly couples evidence across time.

@ Remark 3

High-query convergence shows that while all detectors
fail under white-box attacks, they differ substantially in
how many black-box queries are required to approach
that failure ceiling. Temporal coupling produces the
slowest convergence in our evaluation.

5.4 Frequency Cues as Attack Surfaces

The low-query results in Section 5.2 reveal a recurring trade-
off for frequency-aware detectors. Models such as F3Net,
SPSL and SRM are designed to exploit spectral, phase,
or high-frequency residual cues associated with synthesis
pipelines [41,43,55]. These cues can improve detection and
cross-generator generalization, but they also define a struc-
tured feature space that a black-box attacker can probe.
Figure 5 isolates this effect by comparing the three
Frequency detectors against EfficientNet-B4 and 13D un-
der SimBA-DCT. Because SimBA-DCT searches over low-
frequency DCT basis directions, it tests whether frequency-
structured perturbations provide a query-efficient path through

Attack Success Rate (ASR)

SImBA-DCT query budget (log scale)

Figure 5: Frequency cues as attack surfaces under
SimBA-DCT. ASR progression for frequency detectors vs.
EfficientNet-B4 and I3D. F3Net and SRM degrade fastest,
while I3D remains substantially lower across the query sweep.

the detector’s decision boundary. The frequency-aware mod-
els degrade earlier than the temporal baseline and, for F3Net
and SRM, also rise more steeply than the Naive CNN baseline.
At 1,000 queries, F3Net and SRM exceed 0.57 ASR, while
EfficientNet-B4 is roughly 5 percentage points lower and I3D
remains roughly 22 percentage points lower. SPSL follows
the same overall trend but with a less severe late-query slope.

Finding V9: Frequency priors can become query-efficient
attack surfaces. The same spectral structure that makes
frequency-aware detectors sensitive to generative artifacts
can give SimBA-DCT a compact search space for evasion. In
PRF terms, frequency-aware detectors exhibit steeper early
degradation because the attack basis is partially aligned with
the detector’s feature prior.

This result qualifies the role of frequency analysis in deep-
fake detection. Frequency cues remain useful forensic signals,
but robustness should not depend on fixed artifacts that may
shift across synthesis pipelines and newer generators [15].

@ Remark 4

Frequency-domain evidence is not robust. When the
attack basis overlaps the detector’s feature prior, as in
SimBA-DCT against frequency models, black-box eva-
sion can become substantially more query-efficient.

6 Defense Analysis

The PRF analysis in Section 5 shows that detector vulnerabil-
ity depends on how quickly an attacker can reach meaningful
evasion under query constraints. We therefore evaluate de-
fenses by how they shift the PRF: whether they reduce false
accepts, preserve clean utility, delay black-box convergence,
or withstand adaptive white-box attacks. We consider three
defense families: adversarial training, boundary shaping and
generative purification.



Table 5: Unified Adversarial Training summary by architectural family. Left: white-box (AutoAttack), Right: black-box
(SimBA-DCT). Values are family medians across constituent models.

White-box (AutoAttack) | Black-box (SimBA-DCT)

Model Family Defense
Clean AUC Robust AUC ‘ Robust AUC Qos
AT 0.962 0.206 0.273 1,796
TRADES 0.958 0.236 0.334 1,530
Naive MART 0.947 0.214 0.281 1,536
GradReg 0.965 0.187 0.246 1,491
AFSL 0.975 0.321 0.543 1,610
AT 0.904 0.184 0.280 1,602
TRADES 0.899 0.212 0.336 1,671
Spatial MART 0.892 0.196 0.284 1,668
GradReg 0.907 0.162 0.252 1,640
AFSL 0.976 0.255 0.503 1,637
AT 0.956 0.196 0.301 1,461
TRADES 0.952 0.224 0.328 1,697
Frequency MART 0.946 0.206 0.303 1,554
GradReg 0.958 0.173 0.252 1,488
AFSL 0.946 0.316 0.485 1,569
AT 0.956 0.241 0.291 1,400
TRADES 0.952 0.262 0.310 1,857
Video MART 0.946 0.236 0.298 1,369
GradReg 0.958 0.224 0.264 1,605
AFSL 0.962 0.263 0.422 1,743

6.1 Adversarial Training Is Regime Dependent

Adversarial Training (AT) [44] improves robustness by train-
ing on perturbations generated inside the learning loop. In the
PREF setting, we seek to know which part of the operational
frontier each variant shifts. We compare standard AT with
TRADES [81], MART [77], input-gradient regularization [58]
and Adversarial Feature Similarity Learning (AFSL) [32].
Summarized results are reported in Table 5.

Finding D1: Adversarial training variants do not yield
reliable robust detectors under direct white-box evaluation.
Table 5 summarizes family-median defense performance un-
der AutoAttack and SimBA-DCT with Qnax = 5,000. We use
AutoAttack as the white-box representative because it pro-
vides a standardized parameter-free robustness evaluator and
we use SImBA-DCT as the black-box representative because
it is the strongest low-frequency score-based attack in our
PRF analysis. All adversarial-training variants remain weak
under white-box AutoAttack. Standard AT, TRADES, MART
and GradReg all produce family-median robust AUCs far be-
low 0.5 across the detector families. AFSL is the strongest
variant in several rows, but even AFSL reaches only 0.321,
0.255,0.316 and 0.263 white-box robust AUC for Naive, Spa-
tial, Frequency and Video detectors, respectively. Thus, these
defenses do not restore usable white-box robustness; they
mainly change how the models fail.

Finding D2: AFSL improves query-bounded robustness.
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AFSL regularizes feature representations so that clean and ad-
versarial inputs remain close in feature space while preserving
separation between real and fake classes. Table 5 shows that
AFSL provides the highest robust AUC under SimBA-DCT
and HSJ. This indicates that feature-similarity regularization
can shift the operational PRF by making query-limited eva-
sion less efficient. AFSL does not help much, however, against
white-box evasion attacks.

Finding D3: Adversarial-training variants remain vulner-
able under direct semantic AutoAttack. We further evaluate
adversarially trained detectors with an adaptive AutoAttack
that directly targets the deployed fake-to-real failure condi-
tion. At the standard € = 8/255 setting, MART is the most
resistant variant, with family-level semantic ASR ranging
from 42.2-58.6%, consistent with its lower false-accept pro-
file. TRADES improves over standard AT but remains less
targeted to false-accept suppression, with ASR ranging from
48.5-65.4%. AFSL, despite strong query-bounded black-box
robustness, is particularly vulnerable under the adaptive at-
tack, with ASR ranging from 56.4-76.2%. The € ablation in
Appendix G shows the same trend: all defenses degrade as
the perturbation budget increases, while MART remains the
strongest option for suppressing fake-to-real evasion.



@ Remark 5

No adversarial-training variant provides reliable robust-
ness across the evaluated threat regimes. AFSL offers the
strongest improvement against query-bounded SimBA-
DCT, while MART better suppresses targeted fake-to-
real failures; however, both remain substantially vulner-
able under white-box evaluation. Adversarial training
therefore shifts the degree and mode of failure rather
than eliminating it.

6.2 Boundary-Shaping Defenses

While adversarial training implicitly shapes the decision
space through examples, boundary-shaping defenses create
explicit adversarial regions. We evaluate two representative
approaches, DBAT [36] and PadNet [6]. Table 6 summarizes
their performance using family medians across the four detec-
tor families; full per-model results are reported in Appendix
Table 13. We compare clean-AUC cost, black-box robustness
under SimBA-DCT at 1,500 queries and HSJ-/., at 25,000
queries and Qgs under SimBA-DCT.

Finding D4: Boundary shaping offers only limited defense.
Both defenses remain vulnerable at the evaluated query bud-
gets. Table 6 shows that under SimBA-DCT at 1,500 queries,
family-median ASR ranges from 44-57% for PadNet and
48-62% for DBAT, while attacked-set AUC remains below
0.5 for every family. At 25,000 queries, HSJ-/., raises family-
median ASR to 64—77% for PadNet and 68-80% for DBAT.
These values are better than most AT variants, but worse than
AFSL and worse than random guessing. In short, neither de-
fense should be considered reliable against attacks with over
1,500 queries.

Finding D5: PadNet provides a consistently better clean-
utility/query-cost trade-off than DBAT. Although neither de-
fense is sufficient by itself, PadNet performs consistently
better across the four detector families. Its family-median
clean-AUC loss ranges from 0.8—1.5 percentage points, com-
pared with 2.1-2.9 pp for DBAT. PadNet also reduces family-
median SimBA-DCT ASR by 4-5 pp and HSJ-/, ASR by
3—4 pp relative to DBAT. Finally, PadNet increases SimBA-
DCT Qg5 by approximately 300—400 queries over the unde-
fended baseline, whereas DBAT increases it by only 100-200
queries. PadNet therefore shifts the PRF farther while im-
posing a smaller clean-utility cost, but the remaining attack
success rates show that this improvement is incremental rather
than sufficient for standalone defense.

Finding D6: Boundary shaping is even more vulnerable
when the attacker targets the boundary mechanism directly.
We further stress-test PadNet and DBAT with defense-aware
adaptive attacks and report the full € sweeps in Appendix H
along with detailed per-model family results. For PadNet,
the pad-gradient attack often reaches the padding region but
does not always cross into the real class; at the standard
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€ =8/255 setting, family-level ASR ranges from 37.8-54.1%.
The stronger rejection-aware margin attack directly optimizes
Zreal > MaX (Zfake, Zpad ) and raises ASR to 49.2-68.4%. DBAT
shows the same pattern: collapsing clean and adversarial com-
panion classes yields 48.3-62.9% ASR, while treating com-
panion outputs as rejection and targeting only the clean real
class raises ASR to 58.9-73.6%. Overall, boundary shaping
shifts the PRF by delaying and redirecting attack trajecto-
ries, but an adaptive attacker can still use boundary, rejection,
or companion regions as waypoints toward the harmful real
decision region.

@ Remark 6

While PadNet provides a stronger clean-utility/query-
cost trade-off than DBAT, neither defense is secure
against attacks with moderate query budgets.

6.3 Purification Defenses

Purification defenses prepend an input-transformation mod-
ule Py(-) before the detector f(-), yielding a composed sys-
tem g(x) = f(Py(x)). Because these defenses are stochastic
and transformation-based, they must be evaluated under both
non-adaptive and adaptive threat models. We examine Diff-
Pure [49] and IVORY [63] as representative techniques.

Finding D7: Purification fails against black-box attacks.
Figure 6 aggregates performance when the adversary attacks
the composed system g(x) using (HSJ-¢. high, SimBA-DCT
@ 1,500 queries). Across detector families, median ASR re-
mains high, ranging from roughly 49% to 61%. DiffPure
yields slightly lower black-box ASR than IVORY, but both
defenses leave substantial evasion rates under query-bounded
attacks. Thus, purification should also be considered a weak
defense against attacks with 1,500 queries or more.

Finding D8: Adaptive evaluation reveals substantially
more stable robustness for IVORY than DiffPure. Under
BPDA+EOT with K = 8, IVORY maintains low family-
median attack success rates of 14.4% under adaptive Au-
toAttack and 13.5% under adaptive C&W. DiffPure is con-
siderably more vulnerable under the same evaluation, reach-
ing median ASRs of 29.4% and 27.7%, respectively. At the
individual-model level, DiffPure reaches ASRs as high as
39.1% under AutoAttack and 36.4% under C&W, whereas
IVORY remains below 27% across all evaluated models.

The difference becomes clearer as the EOT estimate is
strengthened. Increasing the sample count from K = 4 to
K = 8 changes IVORY’s median ASR only from 13.8% to
14.4% under AutoAttack and from 12.7% to 13.5% under
C&W. In contrast, DiffPure increases from 16.1% to 29.4%
and from 14.9% to 27.7%, corresponding to increases of 13.3
and 12.8 percentage points. This sensitivity suggests that
DiffPure’s apparent robustness under weaker adaptive evalua-
tion is partly influenced by stochastic optimization difficulty,



Table 6: Boundary-shaping defenses by architectural family. Values are family medians across three detectors. AClean reports
the clean-AUC loss relative to the undefended model in percentage points; attack columns report ASR / attacked-set AUC; and
AQys reports the increase in SimBA-DCT queries over the undefended baseline. Lower AClean and ASR, higher AUC and larger

AQgs are better.

AClean AUC (pp) | SimBA-DCT @ 1.5k | HSJ-( @ 25k | AQos (SimBA)
Family PadNet DBAT | PadNet DBAT | PadNet DBAT |PadNet DBAT
Naive CNNs 1.5 26 | .57/.397 .62/.364 |.77/.277 80/.266 | +400  +200
Spatial 0.8 21 |.53/.411 57/.393|.76/.273 79/.252| +300  +200
Frequency 1.2 24 | .56/.391 .60/.380 |.76/.287 .80/.275| +400  +100
Video 0.9 29 | 44/.441 48/.418 | .64/.361 .68/.333| +300  +100
Allmodels 1.0 25 |.55/.400 .59/.384 |.76/.284 80/.267 | +400  +150
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Figure 6: Black-box purification robustness. Family-median
ASR under HSJ-¢., and SimBA-DCT against purified systems.
IVORY slightly outperforms DiffPure, but neither prevents
high evasion rates.

whereas IVORY is substantially more stable under the adap-
tive attacks we evaluate.

@ Remark7

Purification fails against black-box attacks with moder-
ate query budgets. Partial white-box robustness against
adaptive attacks provides hope that zero-query grey-box
attacks may be difficult against these defenses.

7 Discussion and Future Directions
Our approach to cost-aware robustness motivates a shift in

how deepfake detectors are evaluated and deployed.

7.1 Cost-Aware Robustness

Scalar metrics such as clean AUC, cross-dataset AUC, or final
attack success rate summarize whether a detector fails, but
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not how much interaction an attacker needs to reach that fail-
ure. This distinction is critical for deployed systems, where
feedback may be limited by hidden scores, rate limits, query
costs, or monitoring. We recommend that future robustness
evaluations supplement scalar reporting with PRF-style mea-
surements. At minimum, security claims should report zero-
query transferability and low-query breakpoints. These met-
rics make attacker effort explicit and allow detectors with
similar clean or white-box performance to be compared under
deployment-relevant constraints [8].

7.2 Reproducibility as a Barrier to Evaluation

Our evaluation exposed substantial engineering barriers when
combining general-purpose adversarial-robustness toolboxes
with media-forensics repositories. Frameworks such as ART
and DeepfakeBench use different assumptions about input for-
mats, batching, preprocessing and model wrappers, requiring
nontrivial integration before attacks can be run consistently.
A second barrier is the fragility of detector artifacts. Some
public checkpoints depend on undocumented preprocessing,
augmentation choices, or architecture-specific loading as-
sumptions and small mismatches can silently degrade clean
performance. Video models introduce an additional challenge:
adversarial optimization over high-dimensional clip tensors
can trigger memory exhaustion even when the same model
is practical for ordinary inference. These issues make ro-
bustness claims difficult to reproduce unless authors release
verified checkpoints, preprocessing code, attack wrappers and
end-to-end evaluation scripts. Standardized threat models and
reproducible pipelines should thus be treated as part of the
robustness claim, not just as implementation details [54].

7.3 Distribution Shift

Our PRF analysis is anchored to detectors trained on Face-
Forensics++ and therefore primarily reflects artifacts associ-
ated with autoencoder- and GAN-era manipulations. Newer
generators, including latent diffusion models and autoregres-
sive video models, may change the forensic signal available to



detectors. In particular, diffusion-based synthesis can weaken
some high-frequency artifacts associated with GAN upsam-
pling [15], which may reduce the reliability of detectors that
depend heavily on fixed spatial or spectral artifacts.

This does not imply that frequency or spatial cues should be
discarded. Rather, it suggests that detectors relying on a single
artifact channel may be brittle under both distribution shift
and adaptive attack. Future work should map PRFs across
newer synthetic-media datasets and generator families, includ-
ing diffusion-based images and long-form video generation.
Our results suggest that temporal consistency is a promising
source of robustness, but this claim should be tested under
modern video generators, where motion coherence, object
persistence and cross-frame identity consistency may differ
substantially from FF++-style manipulations.

7.4 Recommendations for Practitioners

We distill our findings into deployment-oriented recommen-
dations, organized by operational setting.

Model procurement and evaluation. Practitioners should
not select detectors solely by clean AUC or cross-dataset
generalization. Procurement evaluations should include zero-
query transfer, low-query breakpoints and high-query con-
vergence. When latency and compute budgets permit, tem-
porally coupled video architectures should be considered,
because they produced the slowest black-box convergence in
our evaluation. However, video input alone is not sufficient:
architectures should be evaluated for whether they actually
couple evidence across time rather than simply aggregating
frame-level features like XCLIP does.

API-limited deployments. For services protected by rate
limits, query costs, or monitored access, the key question is
how quickly an attacker can reach useful evasion. Defenses
such as AFSL and IVORY are best interpreted as PRF-shifting
components: they can raise the cost of query-constrained
attacks, but they do not remove vulnerabilities. In this setting,
defenders should evaluate whether a defense delays Leakage
and Practical Break under the specific feedback exposed by
the deployment interface.

7.5 Limitations and Future Directions

First, our experiments are anchored to FaceForensics++ (c23)
in order to isolate architectural differences under a com-
mon training and evaluation pipeline. Future work should
map robustness frontiers under stronger distribution shift, in-
cluding Celeb-DF [39], DFDC [18] and newer diffusion- or
transformer-generated media.

Second, computational constraints limited the scale of adap-
tive evaluation. BPDA+EOT over high-dimensional video
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clips is memory-intensive and some model-defense combi-
nations were difficult to audit at large scale. More efficient
adversarial-auditing infrastructure is needed before adaptive
robustness can be evaluated routinely for video and multi-
modal detectors.

Finally, the threat landscape is shifting toward multimodal
audio-visual forgery [31]. Future PRF evaluations should test
whether multimodal fusion increases attacker cost or whether
attackers can bypass the system by perturbing a single modal-
ity and exploiting weaknesses in the joint decision rule.

8 Conclusion

The central thesis of this Systematization of Knowledge is
that the security of a face-forgery detector cannot be ade-
quately measured by a single scalar metric. Clean general-
ization, static robust accuracy and final attack success rates
each capture only one point in a larger operational landscape.
By introducing the Practical Robustness Frontier (PRF),
we shift the evaluation focus from whether a detector can
eventually be broken to how much attacker effort is required
under different feedback and query constraints.

Our results show that detector inductive biases reshape the
adversarial optimization problem. Frequency-aware detectors
can expose efficient low-query attack directions when the
attack basis aligns with their spectral feature prior. Attacking
temporally coupled video architectures, by contrast, requires
perturbations to remain effective across frames, which slows
high-query convergence and increases the cost of black-box
evasion. The XCLIP results further show that accepting video
input alone is not sufficient, because robustness depends on
how tightly the architecture couples evidence across time. We
also find that current practical defenses unfortunately do not
provide robustness against even moderate query budgets.

Deepfake detection should therefore be evaluated as a de-
ployed security system rather than only as a clean classifica-
tion benchmark. Future evaluations should report cost-aware
attack frontiers, include zero-query and low-query threat mod-
els, measure high-query convergence and apply adaptive test-
ing to stochastic or transformation-based defenses. Robust-
ness claims should specify not only whether a detector can be
broken, but how much interaction, feedback and computation
the attacker requires.



Ethical Considerations

This work is inherently dual-use. By systematically evalu-
ating zero-query transfer, query-bounded black-box attacks
and adaptive attacks against defenses, our study characterizes
conditions under which deepfake detectors can be evaded.
Such knowledge could potentially reduce the effort required
by an adversary to identify weaknesses in forensic systems.
At the same time, these weaknesses must be understood for
defenders to evaluate whether detectors remain reliable under
adversarial pressure rather than only under clean or cross-
dataset evaluation.

The primary stakeholders include users affected by au-
tomated authenticity decisions, developers and operators of
deepfake-detection systems, researchers studying multimedia
forensics, individuals represented in benchmark face-forgery
datasets and society more broadly. For system operators and
users, the principal risk is that attack findings could facili-
tate evasion of detectors used in moderation, authentication,
or provenance workflows. For dataset subjects, the relevant
concerns involve responsible handling of facial and biometric
data. Conversely, more realistic robustness evaluation can ben-
efit these stakeholders by exposing security limitations before
detectors are relied upon in higher-consequence settings.

We mitigate these risks in several ways. Our experiments
target controlled research models and established benchmark
datasets rather than commercial APIs, production moderation
pipelines, or other live services. We do not evaluate or make
security claims about specific commercial deployments. Re-
sults involving face-forgery datasets are reported in aggregate
and the underlying datasets are used according to their re-
spective access and usage conditions. We further frame the
attacks as components of a defensive auditing methodology:
the objective is to determine when detectors fail, how much
adversarial interaction is required and whether defenses mean-
ingfully shift the Practical Robustness Frontier (PRF). Our
findings should be interpreted as evidence about architectural
families and evaluated research systems under the stated threat
models, not as a blanket assessment of all deployed deepfake
detection services.
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Open Science
We provide an anonymized reviewer artifact at:

https://anonymous.4open.science/r/SoK_PRF_revi
ew_artifact-7F54/

The artifact contains the code developed for the evaluation
and analysis presented in this work, including detector cat-
alog and wrapper infrastructure, attack and defense module
interfaces, experiment planning and command generation, ag-
gregate metric computation, PRF construction. It also includes
representative experiment configurations, preprocessing and
runtime scaffolding and documentation. The accompanying
README provides environment setup, configuration valida-
tion, dry-run and reproduction instructions.

The artifact intentionally does not redistribute third-party
datasets, pretrained detector checkpoints, or other externally
maintained resources on which our evaluation builds. In
particular, resources such as FaceForensics++ and Deep-
fakeBench remain governed by the licenses, access conditions,
and distribution mechanisms established by their respective
authors. Reviewers wishing to execute the full evaluation
should obtain these resources directly from their original
sources and provide their local dataset and checkpoint lo-
cations as described in the artifact documentation. This pre-
serves the original authors’ distribution and licensing require-
ments rather than repackaging their data, implementations, or
pretrained models within our artifact.

We also do not release the generated adversarial versions of
the evaluation sets, saved adversarial tensors, or other reusable
adversarial-media collections. These outputs can be regen-
erated by the evaluation pipeline when the required datasets
and checkpoints are supplied, while distributing them directly
would both duplicate restricted source data and unnecessar-
ily increase the dual-use potential of the artifact. Likewise,
local experiment outputs, caches, and machine-specific envi-
ronment files are omitted. The included sample summaries
are provided to demonstrate output schemas and analysis in-
terfaces and should not be interpreted as substitutes for the
complete experimental results reported in the paper.
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Appendix
A Detection Architectures

Naive CNNs. Naive frame-level CNN detectors treat deep-
fake detection as binary image classification, without explic-
itly encoding where manipulation evidence should appear. We
include three such CNNs with different capacity and design
choices. Xception [14,59] is a common baseline in deepfake
detection and represents depthwise-separable convolutional
architectures. EfficientNet-B4 [68] represents compound-
scaled CNN design. Meso4Inception [1] provides a compact,
lower-capacity baseline, allowing us to test whether attack
behavior changes when the detector has fewer parameters and
weaker clean performance.

Spatial Detectors. Spatial detectors encode the assump-
tion that manipulation evidence is localized in image space,
for example around blending regions, warping artifacts, or
identity/content inconsistencies. FWA [38] targets affine face-
warping artifacts and blending boundaries. IID [40] repre-
sents disentanglement-based approaches that attempt to sepa-
rate manipulation-relevant cues from identity or content fea-
tures. We also include a CLIP-based forensic detector [17,56]
in this family, because it operates as a frame-level detector
rather than a frequency or temporal model. Although it does
not encode a hand-designed spatial artifact prior, its inclusion
lets us test whether broad pretrained image representations
behave differently from conventional spatial CNNs under
transfer and query-bounded attacks.

Frequency Detectors. Frequency detectors encode the as-
sumption that synthesis pipelines leave spectral or phase-
domain traces that may be difficult to capture from RGB
pixels alone [20]. F3Net [55] uses learnable frequency-aware
decomposition and local frequency statistics. SPSL [41] tar-
gets spatial-phase artifacts associated with generative upsam-
pling. SRM [43] uses high-frequency residual filters inspired
by steganalysis. Although these models still use neural clas-
sifiers downstream, their frequency-domain preprocessing
allows us to test whether explicit spectral feature extraction
changes transferability and query efficiency.

Video Detectors. Video detectors aggregate evidence
across frames, allowing us to test whether temporal modeling
changes the cost of adversarial evasion. We instantiate this
family with three representative video architectures fine-tuned
for binary deepfake classification. I3D [10] uses 3D convolu-
tions over temporal volumes. TimeSformer [7] uses divided
space-time attention over video clips. XCLIP [47] adapts
vision-language pretraining to video through cross-frame
communication. This family is especially important for the
PRF analysis because video models change the attack objec-
tive from fooling isolated frames to fooling a sequence-level
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decision. As our results later show, however, video-family
models differ substantially in how tightly they couple evi-
dence across time.

B DeepfakeBench—ART Integration

To perform our experiments, we addressed three significant
differences between DeepfakeBench and ART.

First, DeepfakeBench routes inputs through a heav-
ily structured data_dict dictionary schema (mapping
metadata, labels and image tensors), whereas ART’s
PyTorchClassifier strictly expects contiguous numpy ar-
rays or raw PyTorch tensors. To bridge this divide, we en-
gineered a differentiable wrapper module that dynamically
unpacks ART’s raw tensor perturbations, injects them into the
DeepfakeBench schema and seamlessly propagates the classi-
fication logits back to the ART optimizer without shattering
the computational graph required for gradient calculation.

Second, generating high-dimensional adversarial video
datasets induces catastrophic memory exhaustion (Out-Of-
Memory, OOM) on standard GPU hardware. ART’s default
.generate () function attempts to load the entire target
dataset into VRAM to construct the adversarial batch. To
circumvent this and enable at-scale generation, we imple-
mented a custom “superbatching” infrastructure. This system
explicitly partitions the dataset and feeds bounded batches
(e.g., N = 32) sequentially to the ART optimizer, aggressively
invoking Python’s garbage collector and clearing the CUDA
cache between forward passes to stabilize VRAM utilization
on our NVIDIA A100 and H100 hardware.

Third, we resolved a difference between binary deepfake
classification and expectations of some attacks. Most detec-
tion models use a binary output space (Real vs. Fake), often
represented by a single activated logit or two mutually exclu-
sive symmetric logits. Meanwhile, several prominent adver-
sarial optimizations within ART, specifically DeepFool [46]
and the Difference of Logits Ratio (DLR) loss component of
AutoAttack [16], mathematically assume a multi-class distri-
bution of > 3 classes. To ensure compatibility, we modified
our AutoAttack ensemble to bypass the incompatible DLR
loss, relying instead on Cross-Entropy-based Adaptive PGD
(APGD-CE) and gradient-free Square Attacks.

C Dataset Infrastructure and Isolation

Schema

To manage the massive scale of the generated adversarial data
and prevent catastrophic data overwriting, we engineered a
rigidly isolated, hierarchical storage schema. DeepfakeBench
utilizes Lightning Memory-Mapped Databases (LMDB) to ac-
celerate I/O during baseline training. However, our systemic
integration of the Adversarial Robustness Toolbox (ART)
required direct, deterministic access to spatial tensors. There-



fore, while baseline training leverages the LMDB structures,
our adversarial generation pipeline operates directly on the
uncompressed RGB frame directories.

Following the standardized DeepfakeBench extraction pro-
tocol on the FF++ ¢23 dataset, our processed dataset yields
deterministic frame counts: 114,884 training frames, 22,354
validation frames and 22,388 testing frames. The founda-
tional directory is structured as follows:

datasets/
1mdb/
LA,FaceForensics++_lmdb/
t::data.mdb
lock.mdb
rgb/

FaceForensics++/
original_sequences/
Lg,youtube/c23/

videos/*.mp4
frames/*.png
masks/*.png
manipulated_sequences/
Deepfakes/c23/
f::videos/*.mp4
frames/*.png
Face2Face/

FaceSwap/
NeuralTextures/

Adversarial payloads are isolated not only by dataset and
attack method but strictly by the target detector model that
the attack was optimized against. This ensures absolute zero-
contamination during cross-architecture transferability evalu-
ations:

adversarial_datasets/
LA,FaceForensics++/
| efficientnetb4/ — Target Model
PGD/ — Attack Optimizer
frames/
real/ — Adv. perturbed Real
fake/ — Adv. perturbed Fake
AutoAttack/
| i3d/
| _f3net/

D Attack Hyperparameters

This section reports the attack settings used to construct the
PRF curves and defense evaluations. Unless otherwise speci-
fied, image intensities are normalized to [0, 1].

White-Box Attacks. White-box attacks are constrained by
an /. perturbation bound of € = 8/255. For PGD-style op-
timization inside AutoAttack [16], we use a maximum of

22

Table 7: Attack settings used in the PRF evaluation.

Attack Setting Value

AutoAttack norm/ € loo, 8/255

AutoAttack components APGD-CE, Square

C&W norms 02, los

C&W iterations / Ir 100/0.01

SimBA-DCT &, basis 0.02, freq_dim=16

SimBA query cap 1,000 main; 1,500 & 5,000 check
HSJ norms 02, los

HSJ high-query cap 25,000

BPDA+EOT  Sample Count K 4,8

50 iterations with step size o = 0.01. Because binary deep-
fake detectors can be incompatible with attack losses that
assume three or more classes, we use the AutoAttack compo-
nents that are well-defined for binary classification, including
APGD-CE and Square Attack. Carlini-Wagner (C&W) [9]
is evaluated in both ¢, and /., variants with confidence pa-
rameter ¢ = 0, initial learning rate 0.01 and 100 maximum
iterations.

Black-Box Attacks. For score-based black-box evaluation,
we use SimBA [24] in both pixel and DCT bases. The SimBA-
DCT configuration uses € = 0.02 and freq_dim=16. Low-
query evaluations are capped at Qn.x = 1,500 target queries
per sample. High-query convergence experiments extend se-
lected attacks to Qnax = 25,000. For decision-based evalua-
tion, we use HopSkipJump (HSJ) [12] under both ¢, and /.,
constraints and report ASR/AUC at fixed query checkpoints.

Adaptive Attacks for Stochastic Defenses. For defenses
involving stochastic purification or non-differentiable oper-
ations, we evaluate the composite system g(x) = f(Py(x))
using EOT [5] and BPDA [4]. We use Monte Carlo EOT
sample counts K € {4,8} and increase K when gradient esti-
mates remain unstable. BPDA is applied only to operations
that are non-differentiable or effectively non-differentiable
in the backward pass, such as hard clipping, quantization,
or discrete scheduler operations. Additional purifier-specific
adaptive settings are reported in Appendix 1.

E Choice of Hyperparameters for SimBA-
DCT Frequency Dimension

Before running the full PRF evaluation, we calibrated the
two SimBA-DCT hyperparameters that most directly affect
query efficiency: the per-step perturbation magnitude € and
the DCT frequency dimension freq_dim. This experiment
was designed to choose a fixed SimBA-DCT configuration
for all subsequent experiments.

We use a fixed, balanced 100-video subset of the FF++ ¢23
test split, consisting of 50 real videos and 50 fake videos. The
fake videos are stratified by manipulation type and the same
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Figure 7: HSJ-{.. vs. HSJ-/, at 25,000 queries. HSJ-/..
yields higher ASR than HSJ-¢, across all evaluated models,
showing that norm choice materially affects high-query PRF
estimates.

video IDs are reused across all €, freq_dim and detector set-
tings. We evaluate five representative detectors: EfficientNet-
B4, F3Net, SRM, I3D and XCLIP. These models cover a
standard CNN detector, two frequency-aware detectors and
two video detectors, which is sufficient for selecting an attack
hyperparameter without running the full 12-model set.

We sweep

€ €{0.01,0.02,0.05,0.10}, freq dime€ {4,8,16,32},
6]

and report ASR at 500 and 1,000 queries. We use two metrics.

First, we report complete untargeted ASR over the balanced

subset:

1

ASR =
all(Q) ‘Dreal| + |Q)fake‘

Xi € DrealUDpake

2
This measures whether a configuration makes SimBA-DCT
stronger as a general black-box attack. Second, we report
fake-to-real semantic ASR on the fake videos:

1

ASRFZR(Q) = m
aKe

I[f(A(x;,Q)) = real].

Xi € Dhage

3)

This is the operationally harmful evasion direction for deep-
fake detection. Unless otherwise stated, both metrics are com-
puted on clean-correct samples so that pre-existing detector
errors are not counted as attack successes.

As shown in Table &, across all tested € values, freq_dim=
16 provides the strongest query efficiency among the evalu-
ated basis sizes. A very small number of frequency dimen-
sions, freq_dim = 4, is too restrictive and under-explores
useful attack directions. Increasing to freq_dim = 8 substan-
tially improves both complete ASR and fake-to-real ASR,
confirming that the low-frequency channel is not specific to a
single exact basis size. Increasing further to freq_dim =32

I[f(A(xi,Q)) # yil -
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Table 8: Effects of SimBA-DCT step size and frequency
dimension on a balanced 100 sample FF++ ¢23 test subset.
The subset contains 50 fake and 50 real videos. Cells report
the mean across five representative detectors: EfficientNet-
B4, F3Net, SRM, I3D and XCLIP. ASRpgyr is fake-to-real
semantic ASR on fake samples; ASR,j is complete untargeted
ASR on the balanced subset.

¢ freq dim F2RASR@500 AllASR@500 F2R ASR@1000 All ASR@1000
0.01 4 185 183 29.3 28.9
0.01 8 25.6 26.5 36.2 35.6
0.01 16 314 315 40.9 412
0.01 32 29.0 29.5 394 38.5
0.02 4 329 33.6 45.3 46.0
0.02 8 45.0 46.3 58.9 59.0
0.02 16 54.8 55.3 66.4 65.9
0.02 32 51.6 52.7 63.7 63.8
0.05 4 46.0 46.3 60.4 60.7
0.05 8 60.5 61.2 75.4 75.4
0.05 16 71.6 724 85.9 84.9
0.05 32 66.4 67.3 79.7 80.9
0.10 4 511 53.0 67.1 66.8
0.10 8 66.0 67.1 83.0 83.9
0.10 16 79.5 78.4 93.2 92.3
0.10 32 72.9 74.6 88.3 88.4

does not consistently improve early-query success because
the larger basis expands the coordinate search space.

The different € values provide a second calibration axis. As
expected, larger € values increase ASR, but they also corre-
spond to more aggressive per-step perturbations. We there-
fore select € = 0.02 and freq_dim = 16 as the default con-
figuration for the full PRF evaluation: this setting provides
strong query efficiency while remaining less aggressive than
€=0.050ore=0.10.

F Extended Low-Query Threat Analysis Data

To ensure absolute transparency and to facilitate future re-
producibility of the Practical Robustness Frontier (PRF) for-
malized in Section 5.2, we provide the granular data of our
low-query evaluations.

The tables below detail the exact evasion trajectories of
all 12 deepfake detection architectures when subjected to
the query-efficient SimBA-DCT black-box attack [24]. Be-
cause operational threat modeling relies on precise capacity
planning (e.g., setting API rate limits based on exact failure
thresholds), aggregating this data into median bounds within
the main text (see Table 3) obscures critical architectural out-
liers.

G Adaptive Attacks on Adversarial-Training
Variants

This section describes the adaptive evaluation used to stress-
test the adversarial-training defenses in Section 6.1. We eval-
uate standard adversarial training (AT), TRADES, MART,
input-gradient regularization (GradReg) and AFSL under a



Table 9: Extended SimBA-DCT progression (ASR % / AUC-drop pp). Each cell reports cumulative ASR (%) / AUC-drop
(pp) at the specified query budget Q. This joint view highlights early-break vulnerability (rapid ASR growth with steep AUC
degradation) and the persistent low-budget resilience of pure 3D convolutions (I3D).

Architectural Target

ASR(%) / AUC-drop(pp) at Query Budget O

Family Model 0=10 0=25 0=50 0=100 0=250 0=500 0=750 0=1000
EfficientNet-B4 2.58/2.51 6.71/6.42 14.59/13.81 26.49/25.58 37.55/30.16 43.87/33.12 48.10/36.33 52.33/39.54
Naive Xception 2.16/2.30 5.06/6.16 13.87/13.69 26.24/26.13 38.87/30.75 44.38/34.50 49.19/37.90 53.00/40.29
Meso4Inception 1.40/1.87 4.91/3.06 10.18/7.69 20.09/14.53 31.69/17.05 36.41/19.19 41.68/22.53 45.94/25.86
FWA 0.93/3.25 2.87/8.41 6.56/17.25 14.74/35.37 16.89/36.53 18.51/37.40 24.81/40.74 31.11/44.07
Spatial CLIP 1.62/1.30 5.31/4.24 12.55/9.97 28.94/22.94 34.02/26.91 37.86/29.91 43.88/33.86 49.89/37.80
IID 3.13/2.89 8.43/7.74 17.78/16.22 37.38/33.96 39.79/35.90 41.61/37.46 46.61/40.85 51.61/44.23
F3Net 3.34/3.27 9.20/8.93 19.70/18.98 41.98/40.21 45.40/43.18 47.99/45.43 52.56/48.93 57.12/52.43
Frequency SPSL 2.80/2.89 7.87/7.775 17.05/16.30 36.73/34.21 40.19/36.35 42.82/37.96 46.34/40.99 49.86/44.01
SRM 3.28/3.49 9.07/9.29 19.45/19.43 41.53/40.55 44.97/42.78 47.62/44.47 52.36/48.25 57.10/52.03
13D 0.38/0.12 2.24/1.17 6.43/3.64 16.74/9.92 21.88/13.39 25.77/16.01 30.46/19.45 35.15/22.89
Video TimeSformer  0.44/0.33 2.63/1.74 7.18/4.83 18.09/12.06 24.37/15.94 28.92/18.52 31.40/18.34 33.90/21.78
XCLIP 3.62/3.45 9.90/9.38 21.06/19.90 44.64/42.06 47.98/45.06 50.51/47.33 55.46/50.09 60.41/52.84

Table 10: Mode sensitivity across attacks (family means). We report mean ASR (%) and mean attacked-set AUC (%) at matched
budgets. SiImBA-DCT and HSJ-/., consistently yield higher ASR and lower attacked-set AUC than their Pixel/¢, counterparts.

Attack Model Family ASR% (DCT/{..) ASR% (Pixel/l;) AUC% (DCT/l.) AUC% (Pixel/(5)
SimBA-DCT vs Pixel Naive Avg 67.21 57.83 36.57 43.36
SimBA-DCT vs Pixel Spatial Avg 54.05 43.62 41.13 48.60
SimBA-DCT vs Pixel = Frequency Avg 65.58 55.34 37.90 45.58
SimBA-DCT vs Pixel Video Avg 68.50 62.43 34.19 38.18
HSJ-loo vs £ Naive Avg 80.00 75.40 26.62 27.81
HSJ-le. vs £ Spatial Avg 69.09 64.06 31.42 36.96
HSJ-l vs £ Frequency Avg 77.98 73.82 28.56 32.62
HSJ-Ye vs £ Video Avg 54.28 49.79 44.04 48.03

direct fake-to-real adaptive attack. Unlike PadNet and DBAT,
these defenses do not introduce explicit padding, rejection, or
adversarial-companion outputs. Therefore, an adaptive attack
does not need to reason about rejection states; it only needs
to maximize the harmful semantic decision that a fake input
is classified as real.

G.1 Threat Model and Attack Objective

Let Zreal (X) and zgake (x) denote the detector logits for the real
and fake classes. For each fake input x, the adaptive objective
directly maximizes the real-vs-fake margin:

8]l <€ (4

JarT (x) = Zreal (x) — Zfake (X),

An attack is counted as successful only when the final per-
turbed fake input is classified as real. Since there is no rejec-
tion state for these defenses, the reported correct robust rate
is simply the complement of semantic ASR.

We use AutoAttack to reduce dependence on manually
tuned attack hyperparameters [16]. In our binary Real/Fake
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setting, the DLR component is not well-defined for the
two-class output used by several detectors, so we use
the binary-compatible subset described in Appendix D:
APGD-CE together with Square Attack. We sweep € €
{2/255,4/255,6/255,8/255,12/255} and report the stan-
dard comparison point at € = 8/255.

G.2 Family-Level Results

Table 14 reports family-mean semantic ASR across the €
sweep. The results show three consistent patterns. First,
MART provides the lowest fake-to-real ASR across all fami-
lies at € = 8/255, matching its role as the most false-accept-
focused adversarial-training variant. Second, TRADES im-
proves over standard AT while preserving a more utility-
oriented trade-off. Third, GradReg behaves differently across
architectures: it does not provide the strongest frame-level
robustness, but it gives the lowest video-family ASR among
the evaluated variants at € = 8 /255, consistent with its PRF
benefit for temporally coupled models. AFSL shows the op-



Table 11: Adversarial purification under white-box gradient attacks on the base detector f (non-adaptive to Pg). AutoAttack
and CW adversarial examples are generated against f, then purified, then evaluated. Robust performance is restored close to the

clean (purified) baseline.

Model Defense CleanAcc CleanAUC AA Acc AA AUC AA ASR% CW Ace CW AUC CW ASR%
EffNetB4 IVORY 0.925 0.970 0.886 0.915 114 0.894 0.923 10.6
EffNetB4 DiffPure  0.925 0.970 0.859 0.893 14.1 0.874 0.905 12.6
Xception IVORY 0.932 0.976 0.892 0914 10.8 0.902 0.925 9.8
Xception  DiffPure  0.932 0.976 0.864 0.897 13.6 0.881 0.907 11.9
MesodInc IVORY 0.813 0.786 0.728 0.653 27.2 0.819 0.661 18.1
MesodInc  DiffPure 0.813 0.786 0.713 0.631 28.7 0.801 0.646 19.9
FWA IVORY 0.657 0.940 0.791 0.861 20.9 0.799 0.873 20.1
FWA DiffPure  0.657 0.940 0.759 0.836 24.1 0.774 0.847 22.6
CLIP IVORY 0.824 0.840 0.831 0.891 16.9 0.841 0.903 15.9
CLIP DiffPure  0.824 0.840 0.799 0.866 20.1 0.814 0.881 18.6
IID IVORY 0.877 0.917 0.809 0.864 19.1 0.821 0.879 17.9
11D DiffPure 0.877 0.917 0.786 0.839 21.4 0.799 0.856 20.1
F3Net IVORY 0.938 0.978 0.901 0.921 9.9 0.909 0.929 9.1
F3Net DiffPure ~ 0.938 0.978 0.876 0.903 12.4 0.891 0.915 10.9
SPSL IVORY 0.880 0.929 0.801 0.841 19.9 0.811 0.851 18.9
SPSL DiffPure  0.880 0.929 0.776 0.819 22.4 0.789 0.834 21.1
SRM IVORY 0918 0.965 0.874 0.901 12.6 0.884 0.909 11.6
SRM DiffPure 0918 0.965 0.851 0.879 14.9 0.867 0.891 13.3
TimeTrans IVORY 0.924 0.969 0.941 0.956 5.9 0.949 0.964 5.1
TimeTrans DiffPure  0.924 0.969 0.919 0.941 8.1 0.931 0.947 6.9
13D IVORY 0.821 0.968 0.756 0.766 24.4 0.764 0.874 23.6
13D DiffPure  0.821 0.968 0.724 0.741 27.6 0.739 0.854 26.1
XCLIP IVORY 0.912 0.959 0.886 0.919 11.4 0.896 0.931 10.4
XCLIP DiffPure 0.912 0.959 0.861 0.894 13.9 0.876 0.909 12.4

posite profile: it improves query-bounded black-box behavior
in the main PRF analysis, but remains highly vulnerable to
direct white-box semantic optimization.

The adaptive evaluation clarifies the regime-dependent na-
ture of adversarial training. MART is the strongest option
when the operational goal is suppressing fake-to-real false
accepts: it has the lowest semantic ASR for every detector
family at € = 8 /255 and remains the lowest across the € sweep.
TRADES provides a more balanced profile, improving over
standard AT while retaining the clean accuracy. GradReg
does not dominate under direct white-box semantic optimiza-
tion for frame-level or frequency-aware detectors, but it re-
mains comparatively stronger for the video family than for
the frame-level families, which could be interpretated that
gradient smoothing is most useful when the model aggregates
evidence across time. AFSL has the weakest adaptive white-
box performance among the stronger defenses at € = 8/255,
specially on frequency-aware detectors, which is consistent
with our PRF result that AFSL primarily shifts query-bounded
black-box behavior rather than eliminating white-box vulner-
ability. Overall, these results reinforce Remark 5 that adver-
sarial training is not a single defense profile and the best
variant depends on whether the deployment objective is lower
false accepts, clean utility, slower black-box convergence, or
resistance to direct semantic white-box attack.
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H Adaptive Attacks on Boundary-Shaping De-
fenses

This section describes the adaptive evaluation used to
stress-test the boundary-shaping defenses in Section 6.2.
Our goal is not only to measure whether PadNet and
DBAT reduce aggregate attack success, but also to de-
termine whether their explicit boundary regions can be
bypassed by an attacker that knows the defense design.
To check sensitivity to attack strength, we swept the
main attack hyperparameters, including perturbation bud-
get €, optimization steps, restarts and step size. Specif-
ically, we use € € {2/255,4/255,6/255,8/255,12/255},
steps € {50,100,200}, restarts € {5,10} and step sizes €
{1/255,2/255,4/255}. Unless otherwise stated, the reported
tables use the standard white-box perturbation budget € =
8/255 with 200 optimization steps, 10 restarts and step size
2/255. We use this as the main setting because it gives the
strongest stable first-sweep attack configuration: 200 steps
and 10 restarts reduce under-optimization, while a 2 /255 step
size provides more reliable convergence than the smaller
1/255 setting without the overshooting risk of the more ag-
gressive 4/255 setting. We additionally report the € sweep
for PadNet in Figure 8 to show how semantic attack success
changes as the perturbation budget increases.



Table 12: Adversarial purification under query-bounded black-box attacks. Unlike the white-box results, robustness gains
here are modest: query-efficient attacks can exploit directions that survive purification, particularly low-frequency / semantically

consistent perturbations.

Model

Defense CleanAcc CleanAUC HSJ Acc HSJ AUC HSJ ASR%

SimBA Acc SimBA AUC SimBA ASR%

EffNetB4 IVORY 0.925 0.970 0.424 0.401
EffNetB4 DiffPure 0.925 0.970 0.451 0.420
Xception IVORY 0.932 0.976 0.438 0.413
Xception  DiffPure 0.932 0.976 0.467 0.432
Mesod4Inc  IVORY 0.813 0.786 0.368 0.346
Meso4Inc  DiffPure 0.813 0.786 0.399 0.376
FWA IVORY 0.657 0.940 0.382 0.356
FWA DiffPure 0.657 0.940 0.414 0.385
CLIP IVORY 0.824 0.840 0.428 0.401
CLIP DiffPure 0.824 0.840 0.459 0.424
11D IVORY 0.877 0.917 0.390 0.362
11D DiffPure 0.877 0.917 0.417 0.384
F3Net IVORY 0.938 0.978 0.436 0.407
F3Net DiffPure 0.938 0.978 0.465 0.434
SPSL IVORY 0.880 0.929 0.362 0.335
SPSL DiffPure 0.880 0.929 0.391 0.364
SRM IVORY 0.918 0.965 0.442 0.416
SRM DiffPure 0.918 0.965 0.471 0.437
TimeTrans IVORY 0.924 0.969 0.388 0.361
TimeTrans DiffPure 0.924 0.969 0.421 0.392
13D IVORY 0.821 0.968 0.392 0.360
13D DiffPure 0.821 0.968 0.419 0.391
XCLIP IVORY 0.912 0.959 0.396 0.372
XCLIP DiffPure 0.912 0.959 0.433 0.402

57.6 0.481 0.442 51.9
549 0.510 0.472 49.0
56.2 0.494 0.460 50.6
533 0.513 0.480 48.7
63.2 0.415 0.397 58.5
60.1 0.440 0.411 56.0
61.8 0.429 0.396 57.1
58.6 0.460 0.432 54.0
57.2 0.476 0.445 524
54.1 0.507 0.474 493
61.0 0.435 0.406 56.5
58.3 0.462 0.431 53.8
56.4 0.495 0.456 50.5
53.5 0.512 0.482 48.8
63.8 0.410 0.386 59.0
60.9 0.437 0.404 56.3
55.8 0.497 0.465 50.3
529 0.520 0.485 48.0
61.2 0.430 0.402 57.0
579 0.469 0.436 53.1
60.8 0.431 0.401 56.9
58.1 0.470 0.447 53.0
60.4 0.444 0.412 55.6
56.7 0.482 0.451 51.8

H.1 Threat Model and Metrics

We evaluate fake-to-real evasion. For each fake input, an at-
tack is counted as semantically successful only if the final
prediction is mapped to the real class. Rejection outcomes are
not counted as semantic success. We report six metrics:

We evaluate fake-to-real evasion. For each fake input, an
attack is counted as semantically successful only if the final
prediction is mapped to the real class. Rejection outcomes
are not counted as semantic success. We report three final-
outcome metrics:

¢ Semantic ASR: the percentage of fake inputs classified
as real.

* Padding/rejection rate: the percentage of fake in-
puts classified into a padding, rejection, or adversarial-
companion rejection state at the end of the attack.

* Correct robust rate: the percentage of fake inputs that
remain classified as fake.

For PadNet, the padding region is the explicit
padding/barrier class. For DBAT, there is no literal
padding class; therefore, we use “padding-entry” and
“padding-crossing” to refer to entry into the adversarial
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companion classes. Under the rejection-aware DBAT setting,
both adversarial companion outputs are treated as rejection.

For PadNet, the padding region is the explicit
padding/barrier class. For DBAT, there is no literal
padding class; therefore, the rejection column refers to
adversarial-companion outputs when they are treated as
rejection. Under the semantic-companion DBAT setting,
clean and adversarial companion classes are collapsed back
to the same semantic label, so the final rejection rate is zero.

H.2 PadNet Adaptive Attacks

PadNet introduces a padding class between ordinary class
regions. Let Zrea1 (X), Zfake (*) and zpaq(x) denote the logits of
the real, fake and padding classes. We evaluate two defense-
aware attacks.

Pad-gradient AutoAttack. The first attack follows the
adaptive strategy used in the PadNet paper: it uses the padding
class as the optimization signal. In our binary deepfake setting,
this objective can be written as a padding-entry margin,

Jpad (X) = Zpad (X) — Zfake (x) 4)

This encourages the perturbation to move from the fake
class toward the padding region. However, the attack is only



Table 13: PadNet vs. DBAT across 12 deepfake detectors. Columns report clean AUC for the baseline and defended models;
budgeted black-box robustness under SimBA-DCT at 1,500 queries and HSJ-/.. at the high-query setting; and Qys under
SimBA-DCT. In this evaluation, PadNet generally incurs a smaller clean-AUC penalty, produces lower attacked ASR and yields

larger Qg5 gains than DBAT.

Model Clean AUC \ SimBA-DCT @ 1.5k \ HSJ-(.. (High) \ Qo5 (SimBA)
Base PadNet DBAT | ASRp AUCp ASRp AUCp | ASRp AUCp ASRp AUCp | Base PadNet DBAT
EffNetB4 0970 0960 0944 | 058 0386 062 0364 | 0.78 0277 080 0266 | 1.2k 1.6k 13k
Xception 0976 0961 0949 | 0.57 0397 062 0352 | 077 0275 082 0262 |13k 17k 15k
Mesodlnc  0.786  0.771 0.761 | 0.52 0412 056 0406 | 0.71 0316 074 0277 | 1.5k 19k 1.7k
FWA 0939 0932 0918 | 0.55 0389 060 0378 | 0.80 0273 0.82 0250 | 1.4k 18k 1.6k
CLIP 0839 0.830 0814 | 0.51 0423 057 0393 | 075 0305 079 0252 |14k 17k 1.5k
11D 0917 0909 0898 | 053 0411 056 039 | 0.76 0266 079 0268 | 1.5k 1.8k 17k
F3Net 0978 0966 0954 | 0.56 0.403 060 0380 | 0.76 0291 078 0286 | 1.2k 16k 14k
SPSL 0929 0919 0904 | 0.57 0374 061 0351 | 077 0281 081 0275 |13k 17k 14k
SRM 0965 0952 0944 | 055 0391 058 0387 | 0.75 0287 080 0250 | 1.0k 13k LIk
XCLIP 0959 0955 0944 | 0.62 0351 068 0332 | 080 0250 082 0250 | 1.4k 1.7k 1.5k
TimeSformer 0.969 0.954  0.940 | 0.44 0441 048 0418 | 0.64 0361 068 0333 |22k 2.6k 24k
13D 0968 0959 0931 | 038 0492 041 0478 | 052 0401 055 0413 |27k 3.0k 28k

counted as semantically successful if the final prediction is
real, not pad. This distinction matters because a pad-targeted
trajectory may stop in rejection rather than crossing into the
harmful class.

Rejection-aware margin AutoAttack. The second attack
directly optimizes the harmful operational condition. It treats
the padding class as a competing rejection class and maxi-
mizes the real logit over both fake and pad:
JRA(X) = Zrear (X) — max{zfake (X), Zpad (X) }. (6)
This objective is stronger for the deployed binary detector
because it does not treat reaching pad as progress unless
the trajectory later crosses into real. Table 15 reports the
standard € = 8 /255 operating point, while Figure 8 shows the
full € sweep. Across all families, the rejection-aware attack
produces higher semantic ASR than the pad-gradient attack
and the gap widens as the perturbation budget increases.

H.3 DBAT Adaptive Attacks

DBAT reshapes the binary decision problem by splitting each
semantic class into clean and adversarial companion classes.
Let the four logits be Zreal cleans Zreal,advs Zfake,clean a0d Zfake ady-
We evaluate two operational interpretations.

Semantic-companion AutoAttack. In the first interpreta-
tion, clean and adversarial companion classes share the same
semantic label at inference time. A fake input is counted as
real if either real companion class wins. The attack objective
is
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Jsem (.X) — log (ezreul.clean (%) + g~real,adv (x)>
(N
_ lOg (ezfake‘clean (x) + efakeadv (x)) .

This is the natural semantic evaluation if DBAT companion
classes are collapsed back to the original real/fake labels.
In this case, there is no operational rejection class, so the
final rejection rate is zero. Companion-entry and companion-
crossing are still recorded as trajectory diagnostics.

Rejection-aware clean-real AutoAttack. In the second
interpretation, adversarial companion classes are treated as
rejection states. This is stricter from a deployment perspective:
a fake input is semantically successful only if it is classified
as real clean. The attacker therefore maximizes

Jelean—real (x) = Zreal,clean (x)
—max { Zfake,clean (x) » Zfake,adv (x) ,

Zreal,adv (x) } .

®

This directly answers whether the harmful target class beats
both the correct class and the rejection/companion classes.
Table 15 reports the standard € = 8/255 operating point, while
Figure 9 shows the full € sweep. Across all families, the
rejection-aware clean-real objective produces higher semantic
ASR than the semantic-companion objective and the gap
persists as the perturbation budget increases.

The adaptive results support three conclusions. First,
boundary shaping changes attack dynamics: both PadNet
and DBAT redirect a non-trivial fraction of attacks into
padding, rejection, or adversarial-companion states. Second,
rejection-aware objectives are stronger than boundary-entry



Table 14: Adaptive AutoAttack evaluation of adversarial-training variants by detector family. Cells report family-mean

fake-to-real semantic ASR (%) under the adaptive attack.

Defense Family 2/255 ASR  4/255ASR  6/255 ASR  8/255ASR  12/255 ASR  Correct @ 8/255
AT Naive CNNs 234 41.8 55.7 67.4 76.6 329
AT Spatial 17.6 352 49.4 60.7 71.8 39.3
AT Frequency 28.1 46.7 61.3 71.5 80.7 28.5
AT Video 7.6 26.4 40.9 52.1 62.8 47.9
TRADES Naive CNNs 17.2 35.7 50.4 61.1 71.2 389
TRADES  Spatial 11.9 314 442 56.3 66.9 43.7
TRADES  Frequency 21.3 40.1 543 65.4 75.6 349
TRADES  Video 4.6 23.1 374 48.5 58.9 51.5
MART Naive CNNs 8.7 26.6 41.8 52.7 63.2 473
MART Spatial 34 22.8 36.6 49.1 59.6 50.9
MART Frequency 14.2 32.7 45.8 58.6 68.5 41.4
MART Video 2.6 17.4 30.6 42.2 52.8 57.8
GradReg  Naive CNNs 26.4 459 58.8 70.9 80.2 29.1
GradReg  Spatial 20.1 37.6 52.1 64.7 74.3 353
GradReg  Frequency 30.6 47.7 63.5 73.8 83.6 26.2
GradReg  Video 6.1 18.2 329 44.7 54.6 553
AFSL Naive CNNs 25.8 44.9 58.3 69.8 79.7 30.2
AFSL Spatial 21.6 38.7 53.2 65.1 74.7 349
AFSL Frequency 314 51.0 63.9 76.2 84.5 23.8
AFSL Video 10.6 30.7 43.9 56.4 65.7 43.6

or semantic-companion objectives because they optimize the
deployed fake-to-real failure condition directly. For PadNet,
the rejection-aware margin attack increases family-level se-
mantic ASR by roughly 11-14 percentage points at € = 8/255
compared with the pad-gradient attack. For DBAT, treating ad-
versarial companions as rejection and targeting only the clean
real class increases family-level semantic ASR by roughly
10-13 percentage points at € = 8/255 compared with the
semantic-companion objective. The € sweeps in Figures 8
and 9 show that these gaps persist across perturbation budgets.
Third, the same architectural trend seen in the main PRF eval-
uation persists: frequency-aware detectors remain the easiest
family to attack, while temporally coupled video models have
lower semantic ASR. Thus, adaptive boundary evaluation rein-
forces the main conclusion of Section 6.2: boundary shaping
shifts the PRF and increases attacker effort, but it should not
be interpreted as a complete defense against a defense-aware
adversary.

I Adaptive Evaluation of Purification Defenses

Purification defenses introduce a stochastic, multi-step trans-
formation Py(-) before the detector f(-), yielding the com-
posed system g(x) = f(Po(x)). Because this transformation
can make gradients noisy, discontinuous, or uninformative,
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robustness estimates based on standard gradient attacks can
overstate the defense’s effectiveness [4]. We therefore eval-
uate purifiers with adaptive attacks that optimize against the
composed purifier—detector system rather than the base detec-
tor alone. Specifically, we use Expectation over Transforma-
tion (EOT) to estimate the attack objective over multiple pu-
rification samples and Backward Pass Differentiable Approx-
imation (BPDA) for operations that are non-differentiable or
difficult to differentiate through in the backward pass [5,8,71].
In our experiments, we report BPDA+EOT results for K €
{4,8} samples to test whether conclusions are stable as the
adaptive attack receives a stronger expectation estimate.



PadNet adaptive attacks: family-median semantic ASR vs. perturbation budget
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Figure 8: PadNet adaptive attack sensitivity to perturbation budget. Curves show family-median fake-to-real semantic ASR
as € varies from 2/255 to 12/255 under the main optimizer setting (200 steps, 10 restarts and step size 2/255). Shaded bands
show the interquartile range across models within each family. The rejection-aware margin objective consistently produces higher
semantic ASR than the pad-gradient objective, especially at larger perturbation budgets.

Table 15: Adaptive PadNet results by detector family. Results use € = 8/255, 200 steps, 10 restarts and step size 2/255.

Defense  Attack Family Semantic ASR Pad/Rej. Correct Robust
PadNet  Pad-gradient Naive CNNs 48.3 28.7 23.0
PadNet  Pad-gradient Spatial 41.4 31.1 27.5
PadNet  Pad-gradient Frequency 54.1 24.8 21.1
PadNet  Pad-gradient Video 37.8 32.6 29.6
PadNet  Rejection-aware margin Naive CNNs 61.6 15.1 23.3
PadNet  Rejection-aware margin Spatial 54.8 18.5 26.7
PadNet  Rejection-aware margin Frequency 68.4 10.6 21.0
PadNet Rejection-aware margin Video 49.2 22.7 28.1
DBAT Semantic-companion Naive CNNs 55.7 0.0 443
DBAT Semantic-companion Spatial 49.4 0.0 50.6
DBAT Semantic-companion Frequency 62.9 0.0 37.1
DBAT Semantic-companion Video 48.3 0.0 51.7
DBAT Rejection-aware clean-real  Naive CNNs 67.0 13.6 19.4
DBAT Rejection-aware clean-real ~ Spatial 62.3 15.9 21.8
DBAT Rejection-aware clean-real ~ Frequency 73.6 9.6 16.8
DBAT Rejection-aware clean-real ~ Video 58.9 19.7 214
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Figure 9: DBAT adaptive attack sensitivity to perturbation budget. Curves show family-median fake-to-real semantic ASR as
€ varies from 2/255 to 12/255 under the main optimizer setting (200 steps, 10 restarts and step size 2/255). Shaded bands show
the interquartile range across models within each family. The rejection-aware clean-real objective consistently produces higher
semantic ASR than the semantic-companion objective because it directly targets the deployed harmful outcome while treating
adversarial companion outputs as rejection.
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